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Abstract

In this paper, we propose a new image encryption algorithm based on bit-plane matrix
rotation and two hyper chaotic systems. The algorithm first decomposes the plain-image
into eight bit planes and constructs a three-dimensional (3D) matrix. Then the sub-matrix
of the 3D bit-plane matrix is rotated in different directions controlled by PRNS generated
by a hyper-chaotic system. Finally, the pixel values of the intermediate image are
modified by using another key stream. Furthermore, the initial values of diffusion and
parameters related with generating chaotic sequences are produced by the MDS5 hash
function of the plain-image, which enhances the correlation between the encryption
process and the plain-image. Simulation experiments are presented to analyze the image
encryption scheme in terms of key space, histogram, information entropy, key sensitivity
and adjacent pixels correlation index. Theoretical analysis and experimental results
demonstrate that the proposed algorithm has excellent performance and suffcient security
level.

Keywords Image encryption - Chaos - Bit-plane - Rotation - Chaotic - Cryptography

1 Introduction

With the rapid development of multimedia technology and the popularity of the Internet, the
security of image transmission has been received intensive attentions. However, because of the
data size and high redundancy among the pixels of a digital image, traditional encryption
algorithm, such as the data encryption standard (DES), international data encryption algorithm
(IDES) and advanced encryption standard (AES) are not suitable for practical image encryp-
tion [16].
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Chaos is characterized in periodicity, ergodicity, pseudo-randomness and high sensitivity to
initial conditions and parameters. Since the British mathematician Matthews proposed the first
chaos-based encryption algorithm in 1989 [27], various chaotic systems have been widely
applied in encryption [28, 29]. Currently, the chaotic map can be divided into two categories:
one-dimensional (1D) [10] and higher-dimensional (HD) [31] chaotic maps. 1D chaotic
system is widely used in image encryption for the properties of fewer parameters and variables,
simple structure, and shorter time of generating chaotic sequence. For example, Li et al.
proposed an image encryption scheme with chaotic tent map [19]. A stream-cipher algorithm
based on one-time keys and robust chaotic maps was designed by Liu et al. [22]. Wang et al.
proposed a fast image encryption algorithm based on logistic map [42]. However, a common
problem of these schemes is small size of the key space. In contrast, high-dimensional chaotic
maps [13], especially hyper chaotic maps [53—55], have more variables and parameters, more
complex dynamic characteristics and larger key space. Thus HD chaotic map is the potential
ideal model for image encryption.

The typical image encryption system based on chaotic system includes both confusion
module and diffusion module. In [3, 6, 11, 12, 14, 21, 37, 39, 40, 48, 49], a number of image
encryptions based on pixel-level confusion were proposed, the confusion stages of these
algorithms just changes the positions of pixel without changing the pixel value, and the chaotic
sequence generated by chaotic system is independent of the plain image. Therefore, it could
not resist the chosen-plaintext attack and chosen-ciphertext attack [17, 18, 20, 51]. Permutation
methods based on bit-level can change the position and value of the pixels simultaneously, so a
variety of image encryption algorithms based on bit-level permutation were proposed [4, 7, 8,
23, 35, 47, 52]. Generally, bit-level permutation can overcome the disadvantages of typical
pixel-level scramble, and it is more efficient for image encryption.

Recently, image encryption algorithms based on bit-plane permutation were proposed,
where the original image is decomposed into eight binary images, and then combined into a
large binary image [33, 34, 36]. The position of the large binary image is confused by the
chaotic sequence, then the binary image is reassembled to obtain the cipher-image. In [15], an
image encryption algorithm with random bit sequence generator was proposed, the image is
partitioned into eight bit planes, and then the bits are permuted and substituted according to a
chaotic sequence. Finally, the scrambled bit planes are combined into ciphertext images. In
[24, 43, 46], to optimize the encryption system, the image is split into higher bit planes and
lower bit planes, and then different bit planes are assigned with different encryption methods.
The common feature of these algorithms is that each confusion operation can only scramble
the bit positions between two bit planes at the same time. A few image encryption schemes
confuse the positions of bits between multiple bit planes simultaneously.

Based on the above analysis, a three-dimension matrix is constructed by eight bit planes,
and then a confusion method is used to scramble the position of bits between multiple planes,
which can enhance the permutation effect and increasing the security of the encryption
scheme. In this paper, a novel image encryption algorithm with bit-plane matrix rotation and
hyper chaotic systems is proposed. First, the plain image is decomposed into eight binary bit-
planes, which are further formed as a three-dimension (3D) bit-plane matrix of size m x n x 8.
Then, bit-level scrambling is performed by rotating the sub-matrix of the bit-plane matrix in x-
y or x-z or y-z direction, the positions of bits within multiple bit planes are confused
simultaneously and effectively. Besides in the process of the rotation, the rotation direction,
angle, size, and the position of sub-matrix are controlled by different chaotic sequences.
Furthermore, diffusion is adopted to increase the security of the algorithm. To improve the
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algorithm’s sensitivity with respect to the plain-image, MDS5 hash value of the plain-image is
used to generate the number of pre-iterations, which is related to generating chaotic sequences,
and the initial value of diffusion process. The simulation results and performance analysis
show that the proposed algorithm has excellent performance and strong rebustness against
brute-force attack, statistical attack and differential attack.

The rest of the paper is organized as follows. In Sec. 2, the basic theories applied in the
scheme are reviewed. In Sec. 3, the process of image encryption and decryption are described
in detail. In Sec. 4, the simulation results and security analysis are presented. The last section
conludes the paper.

2 Basic theories

2.1 Binary bit-plane decomposition

The binary bit-plane decomposition method (BBD) [50] is adopted in this paper. Pixel values
in a grayscale image are integer numbers between 0 and 255, each pixel can be represented by
an 8-bit binary sequence. Thus, the image can be decomposed into eight bit-planes, where the
ith bit of the binary representation of each pixel is used to compose the ith bit-plane. Figure 1
shows a bit-plane decomposition of the Lena image.

2.2 Pseudo-random sequence generator

2.2.1 Hyper chaotic Lorenz system

The hyper chaotic Lorenz system can be described by

éc =a(y—z2)+w
y = cxyaz |
e 0

w=-yz+rw

where a, b, ¢ and r are the control parameters [41]. According to the method presented by
Ramasubramanian et al. [30]. Whena=10, b=28/3,c=28 and — 1.52 <r<—0.06, the system is
hyper chaotic, when r=—1, the Lyapunov exponents can be obtained as: A; =0.3381, A, =
0.1586, A3 =0, Ay =—15.1752. It is obvious that the system exhibits a hyper-chaotic behavior.

2.2.2 The 6D hyper chaotic system

In [9], Grassi et al. introduced a four-wing hyper chaotic attractor generated from two coupled
identical Lorenz systems, which is described by

éC] = a(xz—xl)

Xy = bx;=xa=x1x3 + 01 (Xg—xs)

X3 = X1X—CX3

’ 2
X4 = a(xs—xs) 2)
x5 = bxg—xs—x4xs + 02(xX17x2)

X6 — X4X5—CXg
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(a) Plaintext of Lena (b) The 8th bit-plane (c) The 7th bit-plane
(d) The 6th bit-plane (e) The 5th bit-plane (f) The 4th bit-plane
(g) The 3rd bit-plane (h) The 2nd bit-plane (i) The 1st bit-plane

Fig. 1 Decomposition of Lena image based on bit-planes

where a, b and ¢ are the positive system parameters, and ol and o2 are the coupling
parameters. When a=10, b=28, ¢=28/3 and ol = 02 =0.05, the system is hyper chaotic.

2.3 MD5

MDS5 is short for Message-digest Algorithm 5 which is developed by Rivest. MD5 takes as
input a message of arbitrary length and produces as output a 128-bit “fingerprint” or “message
digest” of the input. It is conjectured that it is computationally infeasible to produce two
messages having the same message digest, or to produce any message having a given pre-
specified target message digest.

MDS algorithm has the characteristics of anti-modification, if make any slight changes to
the original data, even though just modify a byte, the resulting MD5 value will be completely
different. Thus, in this paper MD5 algorithm is used to generate the control parameters of
chaotic system. Even if there is only one bit different between two plain images, the control
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parameters of the corresponding chaotic system which is generated by the MD5 will be
different completely.

3 The proposed image encryption system

The encryption process is illustrated in Fig. 2. First, the key streams generated by chaotic
system are relevant to plain-image, and then the plain image is decomposed into eight bit
planes. After that, bit-plane matrix rotation is utilized to strengthen the security of the
cryptosystem. Finally, a cipher-image is produced by a diffusion operation.

3.1 Generation of key streams

The key streams are produced by the following steps.

Step 1:  The pre-iterate number N of the chaotic system and the initial value Q of diffusion
are obtained by MDS5 hash value of the plain image, which is denoted as

No = mod(H, 1500) (3)

O =mod(H, 255) 4)

where H is the decimal form of the MD5 hash value, mod (a, b) returns the remainder of a
divided by b.

Step 2:  With the initial values xo, yo, o and w, four pseudo-random sequences X, y, z, and w
are obtained by iterated Eq. (1) for Ny + L times, where L =m X n x 8. To avoid the

Plain image

1 Bit-plane decomposition

X10. X20. X30. X40. Xs50, X60

6D hyper chaotic
3D bit plane matrix
with size mxnx8
xox | [xox] [x0x
x-y direction
| Hyper-chaotic Lorenz H X\ W x-z direction 1 Rotation of sub-matrix
Xo. Yo. Zo. Wo

y-z direction

‘ Cipher image M Diffusion ’L Bit-plane combination

Fig. 2 The flow chart of the proposed encryption algorithm
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transient effect, the first Ny numbers of each sequence are discarded, and they are
processed by

K (i) = mod (floor ((x(i) + w(i)) x 10"),3) (5)

K> (i) = mod (floor (y(i) x 10"%),256) (6)

K3(i) = mod(floor (z(i) x 10'%),256) (7)

where floor(a) returns the value of a to the nearest integer less than or equal a. The length of K
is L, and that of K,, K5 are L/8.

Step 3:  With the initial values X, X20, X30, X40, X50 and X¢, six pseudo-random sequences x;,
X2, X3, X4, X5 and X¢ are obtained by iterated Eq. (2) for Ny + L times. To avoid the
transient effect, the first Ny numbers of each sequence are discarded. Then the six
sequences are processed by the following equations:

Ks(i) = mod (floor (x4(i) x 10"),8) + 1 (8)
Ke(i) = mod (floor (xs(i) x 107%),n) + 1 (9)
K7(i) = mod (floor (xs (i) x 10"%),m) + 1 (10)
K(i) = mod (floor (x; () x 10"),4) (11)
Ko(i) = mod(floor (x, (i) x 10"),4) (12)
K1o(i) = mod(floor (x3 (i) x 10"%),4) (13)

The lengths of K; (t=5, 6, 7, 8,9, 10) are all L.
3.2 Bit-plane matrix rotation phase

Here, rotation is employed to scramble bits in 3D bit-plane matrix. The sequence generated by
Hyper-chaotic Lorenz system is utilized to select the direction of rotation. The plane, the
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position and size of related rotation sub-matrix are determined by sequence generated by 6D
hyper chaotic. With these parameters, the corresponding sub-matrix is rotated. The process is
described in details as follows.

Step 1: Decompose the plain-image P into eight bit planes using BBD as described in
Sects. 2.1, and a 3D bit-plane matrix with size m x n x 8 is obtained, as shown
in Fig. 3.

Step 2: According to the value of Key(i)=K;(i), the matrix is rotated in three
directions, and the corresponding control sequence is different depended
on different value of Key,(i).

i) IfKey;(i)=0, the direction of rotation is x-y. That is, the bit-plane matrix is treated as a
matrix of m x n x 8, and then we define Key, = K5 and Key; = Kg.
ii) If Key,(i) =1, the direction of rotation is x-z. That is, the bit-plane matrix is treated as a
matrix of m x 8 x n, and then we define Key, = K¢ and Key; =K.
iii) If Key,(i) = 2, the direction of rotation is y-z. That is, the bit-plane matrix is treated as a
matrix of n x 8§ x m, and then we define Key, = K; and Key; = Kj.

Step 3:  Because the 3D bit-plane matrix is composed of 2D planes, the size and number of
2D planes in different direction is determined as

i) IfKey;(i) =0, the size of plane is m x n, and the number of planes is 8;
il) If Key,(i)=1, the size of plane is m x 8, and the number of planes is n;
iii) If Key,(i) =2, the size of plane is n x 8, and the number of planes is m;

The secret key Key,(i) is used to choose the ith plane of the matrix for processing, e.g., if
Key,(i) =4, the 4th plane of the matrix is chosen.

Step 4:  Calculate the position and size of each sub-matrix in the 2D plane which is chosen in
step 3. The sequence Keys is sorted in an ascending order. According to the position

(a) (b)
Fig. 3 a eight bit planes obtained by BBD; b 3D bit-plane matrix of size m x n x 8 is constructed by eight bit
planes
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in the initial sequence, a sequenceKey = {Key’1 , Key’27 Key’3, ...,Keyéxmxn} can be
obtained. The row and column coordinate of the bit value in the upper-left corner of
the corresponding sub-matrix is obtained by

temp(i) = mod(Key/(i),m X n),ifmod(l(ey/(i),m X n);éO (14)

m X n, otherwise
row(i) = ceil(temp(i) /n) (15)
col(i) = {mod(temp(i),n),if mod(t_emp(i),n)#() (16)

n, otherwise

Then, the size of the sub-matrix is obtained by

r=m-row+ 1 (17)
¢ =n—col + 1 (18)
size(i) = min(r, ¢) (19)

where the function ceil(a) returns the value of a to the nearest integer which is larger than or
equal a.

Step 5:  Calculate the counterclockwise rotation angle of the sub-matrix by

0, Ken(i)=0
. 90°, Keys(i) =1
R(i) = , 3 2
(=0 180", Kevs (i) — 2 (20)
270", Key, (i) = 3

According to the rotation direction obtained in step 2, select different keys to obtain rotation
angle. In Fig. 4, three examples of rotation in three directions and the sub-matrixes after
rotation are obtained by the corresponding sequences and calculations.
Step 6: Repeat Step2~Step5 until i reaches L, and a matrix D with a size of mxn is
obtained by bit-plane combination.

3.3 Diffusion phase

Diffusion can enhance the resistance to statistical attack and differential attack significantly,
when the histogram of the cipher-image is fairly uniform [18]. To obtain a good diffusion
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(a) (b)

(c) (d)

(e) 89)

Fig. 4 Examples of rotation: a Original sub-matrix: according to Keys, the direction of rotation is x-y, the
coordinate and size of the sub-matrix is as the picture shows; b the result of sub-matrix after 90° rotation. ¢
Original sub-matrix: according to Keys, the direction of rotation is x-z, the coordinate and size of the sub-matrix
are as the picture shows; d the result of sub-matrix after 270° rotation. e Original sub-matrix: according to Keys,
the direction of rotation is y-z, the coordinate and size of the sub-matrix is as the picture shows; f the result of sub-
matrix after 180° rotation

process, a key steam strongly related to the plain-image is utilized in diffusion. The process is
outlined as follows.
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Step 1:  Convert a image matrix Dy, ., to one dimensional vector, and encrypt the pixel of the

cipher-image by
C(1) = mod((K»(1) + K3(1)),256)@mod((D(1) + Q), 256) (21)
C(i) = mod((K» (i) + K3(i)),256)@mod((D(i) + C(i—1)),256) (22)

where Q is obtained by Eq. (4) and i=2, 3, ..., m xn.

Step 2: Repeat Stepl until i reaches m xn, and a cipher-image can be obtained by
transforming the sequence C into an m X n image.

3.4 Decryption phase

The decryption algorithm is the reverse process of encryption algorithm.

4 Experimental results and analysis

In the experiments, the images for testing have a size of 256 x 256 in 8-bit grayscale. The
secret keys are set as (xo=3.3133, yo = 12.0546, 7y =40.8897, wo=—34.5677) [41] and (x;9=
—2.23, X50=1.54, X30=0.09, x40 =4.81, X50=—3.60, x50 =5.04) [44]. The experiment results
are shown in Fig. 5. Figure 5(a), (d), (g) denote original image. The encrypted images are
shown in Fig. 5(b), (e), (h) and the decrypted images are shown in Fig. 5(c), (f), (i), which are
identical to the original images.

4.1 Analysis of key space

A secure image encryption algorithm should possess a key space, which is larger than 219, to
make brute-force attacks infeasible [1]. In the proposed encryption system, the keys are:

1) the given initial values of X0s Y0» Zo> W0, X105 X205 X30, X40, X50 and X60-
il) a 128-bit long hash value.

As for the given initial values of hyper-chaotic system, they are double-precision numbers, the
key space size will be (1016)10=10160, Furthermore, the security of MD35 with complexity of
the best attack Syips = 2%%. So one can get the total key space S = 264x10160=254 which is large
enough to resist the brute-force attack.

4.2 Anaylysis of histogram

An image histogram represents the distribution of the pixel intensity values within an image.
For a good image encryption algorithm, the distribution of the cipher-image histogram should
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(a) (b) (c)
(d) (e) ®
(2 (h) (@)

Fig. 5 Experimental results: a original image of Lena; b encrypted image of Lena; ¢ decrypted image of Lena; d
original image of Couple; e encrypted image of Couple; f decrypted image of Couple; g original image of Brain;
h encrypted image of Brain; i decrypted image of Brain

be as uniform as possible. The histogram of the original images and corresponding cipher-
images are shown in Fig. 6. It shows that the numbers of each grayscale value of the cipher
image are almost equal, which indicates the excellent performance of the proposed scheme in
resisting statistical attacks.

4.3 Correlation analysis
The adjacent pixels of the original image generally have a high correlation in the horizontal,
vertical and diagonal directions. An ideal encryption algorithm can make the correlation

coefficients of the pixels in the encrypted image have a sufficiently low correlation to resist
statistical attacks. The correlation coefficient is calculated by
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(a) (b)

(© (d)

Fig. 6 Histogram analysis: a original image of Lena; b histogram of original image; ¢ encrypted image of Lena;
d histogram of encrypted image

o cov(x,y) (23)
Y /Dx)\/D(y)’
where
E() = X (24)
I _y 5
Dlx) = X% iE(x)] (25)
cov(x,y) = T b B B (26)

where x and y are the gray values of two adjacent pixels, N is the total number of pixels
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selected from image. The correlation coefficients among the 3000 pairs of adjacent pixels,
which are randomly selected from the original and the encrypted images in the horizontal,
vertical and diagonal directions are demonstrated in Table 1. It shows that the correction
coefficients of the original image are very close to 1, while those of the encrypted image are
around to 0 in all directions. The correlation distribution of the original and the encrypted
images is shown in Fig. 7. As observed, the adjacent pixels of the original image have a strong
correlation while the adjacent pixels of the encrypted image have a low correlation. Thus, the
proposed encrypted algorithm can effectively resist statistical attacks.

4.4 Analysis of information entropy

The information entropy is the most important measure of randomness. For an 8-bit gray scale
image, the ideal information entropy is H(s) = 8 bits, it is defined as

() = 325" Pls ogs 3 (27)
where P(s;) represents the probability of the presence of a symbol s;, and N represents the bit
depth of the image [18]. When the entropy closely approach to eight, the possibility of
attackers in decoding the cipher-images will be less. Table 2 shows the comparison of
information entropy. From Table 2, it is obviously that entropies are close to 8, so the proposed
algorithm has a good property of information entropy.

4.5 Analysis of key sensitivity

In the analysis, an original key is used to encrypt the Lena image and a modified key is used to
decrypt the cipher-image. The original keys are set as (xo = 3.3133, yo = 12.0546, z, = 40.8897,
Wo= —34.5677, X10= —2.23, X20= 1.54, X30= 0.09, X40= 4.81, Xs50= —3.60 and X60 = 504) and
the slightly modified keys are set as (xo=3.3133 + 1071, y;=12.0546, z,=40.8897, wy=
—34.5677, x10=-2.23, Xp0=1.54, x30=0.09, x49=4.81, x50=—3.60 and x¢9p=5.04). The
original Lena image is shown in Fig. 8(a), and the corresponding cipher-image encrypted by
the original key is shown in Fig. 8(b). The decrypted image for the incorrect decryption key is
shown in Fig. 8(c), and the decrypted image for the correct decryption key is shown in Fig.
8(d). It is obvious that the slightly modified decryption key cannot decrypt the cipher-image.
Therefore, the key sensitivity test shows that the proposed cryptosystem is pretty sensitive to
the secret keys.

Table 1 Correlation coefficients of some plain-image and the corresponding cipher-images

Direction Horizontal Vertical Diagonal
Plain-image of Lena 0.9429 0.9873 0.9169
Cipher-image of Lena 0.0015 —0.0137 —0.0006
Plain-image of Couple 0.9498 0.9580 0.9194
Cipher-image of Couple 0.0031 —0.0280 0.0006
Plain-image of Brain 0.9817 0.9861 0.9805
Cipher-image of Brain 0.0126 —0.0030 0.0010
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(a) (b)

(c) (d)

(e) ®

Fig. 7 The correlation plots of Lena and corresponding ciphered image of Lena: a horizontal correlation of Lena
image; b horizontal correlation of ciphered image; ¢ vertical correlation of Lena image; d vertical correlation of
cipher image; e diagonal correlation of Lena image; f diagonal correlation of ciphered image

4.6 Analysis of differential attack

An opponent may makes a trivial change in the plain-image, encrypt two plain-images
and then implements cryptanalysis by tracing the meaningful relationship between two
cipher-images. NPCR (Number of Pixels Change Rate) and UACI (Unified Average
Changing Intensity) [26] are generally devoted to evaluating the impact caused by one-
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Table 2 The results of information entropy

Algorithms Images H(s)
Proposed algorithm Lena 7.9975
Couple 7.9973
Brain 7.9974
Ref. [47] Lena 7.9974
Ref. [] Lena 7.9972

pixel change on the plain image. The ideal values of NPCR and UACI are 99.61% and
33.46%, respectively. They are defined by

1 .
NPCR =+ =¥ XL D0, /) x 100%, (28)

(a) (b)

(c) (d)

Fig. 8 Key sensitivity analysis: a original image; b encrypted image using the original key; ¢ decrypted image
using incorrect decryption key; d decrypted image using the correct decryption key
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Table 3 NPCR and UACI performance

Algorithms Images NPCR UACI
Proposed algorithm Lena 0.9962 0.3354
Couple 0.9962 0.3345
Brain 0.9961 0.3355
Ref. [21] Lena 0.9961 0.3333
Ref. [35] Lena 0.9368 0.3334

|C1 (ivj)_CZ(ivjN

1
UACT = o= WA — 5

x 100%, (29)
M x N

where C; and C, are two cipher-images whose plaintext has only a different pixel, and D(, j) is
defined by

o [0,C1(i,)) = Ca(i, ))
D(i, j) = { 1 él (i, j);bsz(i, ) (30)

Here, the values of NPCR and UACI are calculated to test the effects of a 1-bit change in the plain
image on the corresponding cipher image. The results are shown in Table 3. From the tables, it can
be found that the proposed algorithm can achieve better performances against differential attacks
compared with [21, 35].

(a) (b) (©)

(d) (e) ®

Fig. 9 Experiment results of special images. a all white image; b cipher image of (a); ¢ histogram of (b); d all
black image; e cipher image of (d); f histogram of (e)
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Table 4 The encryption results of special images

Entropy Correlation coefficient
Horizontal Vertical Diagonal
Cipher image for all white image 7.9974 0.0303 —0.0451 0.0092
Cipher image for all black image 7.9972 —0.0096 —0.0089 —0.0140

4.7 Anaylysis of some typical attacks

In the cryptanalysis, there are four typical attacks: ciphertext-only attack, chosen-ciphertext attack,
known-plaintext attack and chosen-plaintext attack. Among them, chosen-plaintext attack is the
most powerful one. If an encryption algorithm can withstand chosen-plaintext attack, it has enough
security level to resist other three attacks [5]. In our encryption scheme, MDS5 hash value of the plain
image is used to generate the number of pre-iterations, which is related chaotic sequence generation,
and the initial value of diffusion process. That means the proposed algorithm uses different key
stream when different images are encrypted. Hence, the key stream retrieved with one chosen plain-
image cannot be used to decrypt other cipher-images, which implies the good performance in
resisting chosen-plaintext attacks.

In a chosen-plaintext attack, some cryptanalysts try to find the secret key by choosing some
special plain images, such as all black or white images [18]. To test the ability of defending this kind
of attack, it is evaluated by using some special images as input images, the size of images for testing
is 256 x 256. The experimental results are shown in Fig. 9, the information entropies and correlation
coefficients of the cipher images are listed in Table 4. As shown in Fig. 9 and Table 4, the grayscale
values of the cipher images are uniformly distributed, so the attacker cannot obtain useful informa-
tion by encrypting some special images. From the above analysis, the proposed algorithm has a
strong ability to withstand the chosen-plaintext attack and it can resist the above mentioned typical
attacks.

4.8 Quality assessment of encrypted and decrypted image

The image quality assessment plays a variety of roles in image process applications. Here, PSNR
(peak signal-to-noise ratio) and SSIM (structural similarity index metric) [38] are used for measuring
image quality. The PSNR and SSIM between encrypted images and original image are listed in
Table 5, the PSNR values are far lower than 20 dB and SSIM values are close to 0, which illustrate
that the proposed method has a good encryption effect, and the original image have been
significantly disturbed by the encryption process. While for the decrypted images, the PSNR and

Table 5 The PSNR and SSIM results between the original images and corresponding encrypted/decrypted
images: ‘O-E’ represents the original and encrypted images, and ‘O-D’ denotes the original and decrypted images

Lena Peppers Baboon Brain
SSIM(O-E) 0.0088 0.0100 0.0103 0.0031
PSNR (O-E) 7.9709 8.8901 9.8217 5.7375
SSIM(O-D) 1 1 1 1
PSNR(O-D) s 0 0 0
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Table 6 Results of comparison

Comparing parameter Proposed scheme Ref. [32] Ref. [25] Ref. [45] Ref. [2]
chosen-plaintext attack analysis Yes No No No No

Key space 2544 10% 2140 2203 2.4 %1012
Information entropy 7.9975 7.9965 7.9973 7.9896 7.9973
NPCR 99.62% 98.97% 99.60% 99.60% 99.61%
UACI 33.54% 32.18% 33.49% 33.47% 28.61%
PSNR(O-E) 7.9709 9.2721 9.2089 8.1300 NA
SSIM(O-E) 0.0088 NA 0.0090 NA NA

SSIM approach the desired values of co and 1, respectively. It indicates that the decrypted images are
completely the same as the original images.

5 Comparison with the state-of-the-art schemes

To demonstrate the good encryption performance of the proposed scheme, it is compared with some
state-of-the-art schemes. “Lena” image of size 256 x 256 is used as a test image, the comparison
results are listed in Table 6. It can be seen that our scheme is better than the methods in
Refs. [2, 25, 32, 45] from the aspects of key space, information entropy, and PSNR. The
NPCR, UACI values in this paper are close to the ideal values of 99.61% and 33.46%,
and the SSIM value between the encrypted images and the original image is close to 0.
Furthermore, the proposed scheme has a strong ability to withstand the chosen-plaintext
attacks. Thus, the proposed scheme is feasible and effective.

6 Conclusion

In this paper, a novel image encryption algorithm using bit-plane matrix rotation and hyper chaotic
systems is proposed. In the cryptosystem, we first convert the plain-image into eight bit-planes.
Then, a bit-plane matrix rotation method is introduced. The method scrambles bits in bit-plane
matrix effectively with PRNS generated by the hyper chaotic systems. Besides, the MDS hash value
of the plain-image is utilized to get some parameters used in the encryption process. Thus the
algorithm has a high relationship with the plain-image. Simulation results and performance analyses
both demonstrate that the proposed algorithm has high security against the converntial attacks.
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