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Based on the permutation-diffusion architecture, this paper introduces a more sensitive chaotic
image encryption scheme using breadth-first search and dynamic diffusion to enhance the secu-
rity and sensitivity. In the permutation stage, the plain image is traversed by breadth-first
search, and then the whole permutation is performed to obtain a shuffled sequence. Similarly,
the diffusion key stream is rearranged by breadth-first search. Moreover, a dynamic diffusion
method is proposed to encrypt the shuffled sequence in the diffusion stage, which can ensure
that encrypting each pixel is related to all other pixels and can enhance the sensitivity of the
cryptosystem. In each phase, the hyper-chaotic system in this scheme generates pseudorandom
sequences. The simulation results and performance analysis show that the proposed scheme has
excellent performances and high security in resisting brute-force attack, statistical attack and

differential attack.
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1. Introduction

With the rapid development of network technol-
ogy, the security of image transmission is becom-
ing more and more important. However, due to
some inherent features of images, such as huge data
capacities, high correlation between image pixels
and low entropy, the traditional algorithms, such as
the data encryption standard (DES), international
data encryption algorithm (IDEA) and advanced
encryption standard (AES). are not suitable [Li
et al., |2£)D_’d] In recent years, many image encryp-
tion schemes based on chaotic system have been

proposed to solve this problem.

Chaotic systems have some significant features,
such as deterministic, pseudo-randomness, ergod-
icity, and they are sensitive to initial points and

fAuthor for correspondence

parameters. These features can enhance the secu-
rity of the image encryption schemes. An image
encryption method that was based on one-time
keys and robust chaotic maps was proposed [Liu &
Wang, 12010)]. By means of rows and columns switch,
Wang et al. HM} provided a fast image encryp-
tion algorithm which can achieve high speed. How-
ever, these schemes have small key space and
weak security for their key stream was gener-
ated by logistic map. A variety of image encryp-
tion algorithms based on hyper-chaotic system
have been proposed owing to which the hyper-
chaotic systems have complex dynamic characteris-
tics, a large enough key space and good sensitivity
Li et all, 20174; [Liu_et_all, 2016a; Norouzi &
erzakuchakl 2014; |Mll:za£]_€_LaL| m
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the row and column shift permutation scheme was
proposed to efficiently change the image pixel posi-
tions, and the row and column substitutions were
applied to scramble the pixel values simultaneously.
An image encryption method based on improved
hyper-chaotic sequences with two rounds of diffu-
sion operation was proposed m, M], while it
can be broken with only two known plain images
proved by [Li et all,[2013]. Norouzi et all [2014] pro-
posed a chaotic image encryption scheme with only
one round diffusion process which has large enough
key space, while it could not resist the differential
attacks proved by [Zhang et all,20144). Arroyo et all
[2013] proposed that it is not possible to avoid the
security problems of that encryption architecture
just by including a chaotic system as the core of the
derived encryption system. Xie et all [2017] scru-
tinized some properties of Fridrich’s scheme with
matrix theory and reported some minor defects of
Solak’s chosen-ciphertext attack method.
| proposed that the correlation in multime-
dia data can be used to support specific attacks
and enhance breaking performance. Zhu and Sun
| have shown that the shuffling process can
be separated from the confusion process, and the
formulas of encryption were simple, which made
the ciphertext unable to resist attacks from chosen-
plaintext and -ciphertext. Recently, many DNA-
based schemes have been proposed because of their

effectiveness [Hu et all, [2016; [Zhang & Gad, 2015;
Kumar et all. 2014: lm Qt gl] M Enayaufar
et al., @; ﬂéné et él, ; , .
An image encryption scheme combining chaos With
cycle operation for DNA sequences was proposed
[Hu et al), 2016]. Wang et all [2015h] combined
the merits of the DNA method and the CML sys-
tems to propose an image encryption scheme. Xue
et al. [2010] proposed the novel image encryption
algorithm based on the DNA sequence and multi-
chaotic maps, despite the weakness as determined
by the five keys kept unchanged for different image
encryption processes [Zhang et all, 12014b]. SHA-3
is the newest cryptographic hash function and Ye
et al. ﬂ2ﬂ1ﬁ|] proposed a novel image encryption algo-
rithm, in which a new wave-line-based permutation
was designed with SHA-3 function. Furthermore,
a number of bit-level image encryptlon algorithms
have been pro aosed

12014; [Fu_et al.. 12011 [!ggg & ﬂggd: : Zhang
et al. @ A bit-level image encryption scheme
based on piecewise linear chaotic maps (PWLCM)

was proposed, which can permute the bits in one
bitplane into any other bitplane [Xu_et all, [2016].
Teng and Wang | proposed a bit-level image
encryption based on spatiotemporal chaotic system
which is self-adaptive.

The main purpose of the permutation process is
to break the correlation between adjacent pixels of
an image. In the above permutation schemes such
as the row and column shift permutation scheme
and the wave-line permutation scheme, all rows of
the image are circularly shifted in the horizontal
direction. And then, all columns of the image are
circularly shifted in the vertical direction to get the
scrambled image. Because two changes of image pix-
els’” position are carried out in two orthogonal direc-
tions, it leads to the correlation that cannot com-
pletely break between adjacent pixels of an image
in the horizontal and vertical directions. On the
other hand, in the above schemes based on the
permutation-diffusion architecture, the scrambled
key stream and the diffusion key stream are inde-
pendent of each other, which causes the scrambled
key sequence and the diffusion key sequence to be
broken separately. Besides, each encrypted pixel is
not related to all other pixels, thus resulting in low
security and sensitivity.

In order to overcome the above drawbacks,
a new chaotic image encryption scheme using
breadth-first search and dynamic diffusion is pro-
posed. The breadth-first search is firstly used to
transform an image into a sequence, and then the
sequence is divided into 4 x 4 matrices to be tra-
versed using breadth-first search. Thus the corre-
lation between adjacent pixels of an image in all
directions can be broken. Meanwhile, the diffusion
key stream is rearranged using breadth-first search
in the control of the scrambled key stream, which
can enhance security. Furthermore, we also propose
a dynamic diffusion method in diffusion stage to
enhance sensitivity. The key depends not only on
key stream but also on all other pixels when each
pixel is encrypted, and the hyper-chaotic system in
this scheme generates pseudorandom sequences in
each phase. The simulation results and performance
analysis show that the proposed scheme has high
security and excellent performance.

The rest of this paper is organized as follows. In
Sec. 2] the basic theories of breadth-first search and
the hyper-chaotic system are described. In Sec. B,
the processes of image encryption and decryption
are described in detail. The simulation results and
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performance analysis are shown in Sec. E. Finally,
this paper is concluded in the last section.

2. Basic Theories
2.1. Breadth-first search

The breadth-first search is a way of traversing
the graph. The traversal process can be described
as that which starts from a vertex to the vertex
adjacency, and then accesses the adjacency of
these adjacencies until all points in the graph are
traversed. There are two reasons for breadth-first
search being suitable to encrypt image. The first
is that any point in the matrix has horizontal adja-
cency and vertical adjacency. The second is that any
matrix has four vertices. So for any matrix as input
of the traversal process, four different sequences
as output can be generated. This can enhance the
security of the cryptosystem.

For example, the 4 x 4 matrix A is described as

51 52 S3 S4

S5 56 S7 S8
A= . (1)

S9  S10 S11 S12

513 S14  S15  S16

Starting from s1, s4, s13 and s1¢ respectively, Eq. (&)
is obtained by traversing every element in matrix A
using breadth-first search.

B1(A) = {s1, 52, 55, 53, 56, 59, 54, 57, 510,
813,8878117814,812,815,816},
By(A) = {s4, 53, 58, 52, 57, 512, 51, 56, 511,
5165 S5, 5105 515, 59, 5145 513}, )
B3(A) = {s13, 514, 59, 515, 5105 55, 516, S115
56,51, 512, 57, 52, 58, 53, 54},
B4(A) = {s16, 515, 512, 514, 511, 58, 513, 510,
57, 54,59, 56, 53, 55,52, 51}

2.2. The hyper-chaotic system

In our proposed encryption scheme, a pseudoran-
dom sequence is generated by solving a hyper-
chaotic system

fB:a(y—[B)—i-yZ,
y=bxr —y—xz+w,
z=2xy — cz,

w=dw — zz,

where a, b, ¢ and d are system parameters [Niu
et al., 2010). When a = 3, b =8/3, ¢ = 55 and d =
1.3, we obtain Lyapunov exponents: \; = 1.4164,
A2 = 0.5318, A3 = 0, \y = —39.1015. It is obvi-
ous that the system exhibits a hyper-chaotic behav-
ior. Here, we take the fourth-order Runge-Kutta
method to solve (@) and obtain the four hyper-
chaotic sequences.

3. The Proposed Image Encryption
System

The block diagram of the proposed image encryp-
tion algorithm is given in Fig. [Tl

Supposing that the plain image is denoted as P,
whose size is M x N, and we can conclude encryp-
tion steps as below.

3.1. Encryption process

Step 1. Use the initial values zq, yg, 20, wo to
produce four pseudorandom sequences z, y, z and
w by iterating @) for Ny + L/16 times, where
L = M x N. To get rid of transient effect, we dis-
card the first Ny numbers of each sequence. Then

we can obtain the two sequences ky = {ky (z)}f:/}(i

and ky = {ky(i)}2/1 by
k1(i) = mod(floor((x(i) + y(7))
—fix(z (i) + y(i))) x 10'%,4),  (4)
k2(i) = mod(floor((z(7) + w(7))
—fix(2(i) + w(i))) x 10'6,4),  (5)
where ¢ = 1,2,3,...,L/16, mod(a,b) returns the
remainder of a divided by b, floor(a) rounds the

element of a to the nearest integer toward minus
infinity, fix(a) takes the integer part of a.

Step 2. Use the first breadth-first search to traverse
the original image P, resulting in a sequence S of
size L.
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X0, Y0, Z0, Wo Xo's Vo's Zo', Wo'
A W >k Breadth- < ky [ y,w Y
first search H -
. yper-chaotic
Hyper-chaotic
system
system
X,y ks €4 Xx.,Z
ki
\ 4 v A4
Plain image Breadth- Scrambled Whole Shuffled Dynamic Cipher
P ™| first search sequence B permutation| | sequence Q diffusion image C
Fig. 1. Block diagram of the proposed image cryptosystem.

Step 3. Divide the sequence S into L/16 matri-
ces of size 4 x 4, which are denoted by A; (i =
1,2,3,...,L/16).

Step 4. According to the value of kq(i), different
traversal methods are selected in the matrix A; to
produce the ith sequence, that is:

If k1(i) = 0, then the B;(A
If k‘l (Z) = 1, then the BQ(A
If k‘l (Z) = 2, then the B3(A
If k‘l (Z) = 3, then the B4(A

;) is obtained;
;) is obtained;
;) is obtained;
;) is obtained.

Step 5. Repeat Step 4 until L/16 matrices have
been traversed and L/16 sequences are obtained.
Then we can obtain the scrambled sequence B =
{b(i)}£ | by combining L/16 sequences.

Step 6. Using the initial values x{,, (), z(,, w{, repeat
@) for Ny + L times to produce four pseudoran-
dom sequences z’, 3/, 2’ and w’. To get rid of tran-
sient effect, we discard the first Ny numbers of each
sequence. Then we can obtain the two sequences

ks = {ks(i)}i2y and kg = {ka(i) }i2, by

k(i) = 2'(i) + 2/ (), (6)
k4(i) = mod(foor((y' (i) + w' (7)) x 10'%), 256),
(7)
where i =1,2,3,..., L.

Step 7. Sort the sequence k3 in ascending order,
then the index sequence T = {t(i)}L, can be
obtained.

Step 8. Permutate the scrambled sequence B to get
the shuffled sequence @ = {q(i)}~; by

q(i) = b(t:), (8)
where 1 =1,2,3,..., L.
Step 9. Similarly, divide the sequence k4 into L/16
matrices of size 4 x 4, then use the sequence ko
to control traversing method of these matrices and

obtain L/16 sequence, thus getting the key stream
k = {k(i)}£, by combining L/16 sequences.

Step 10. Set i = 1, define

L

sum1=3"q(i) - q(1), (9)
i=1

sum?2 = 0. (10)

Encrypt the first pixel of the cipher image in the
following way

C(1) =¢q(1) ® k(1) @ mod(sum 1 + k(1), 256),
(1)
where @ is the bit-level XOR operator.
Step 11. Update the values of sum 1 and sum 2 by
sum1 = sum 1 — ¢(7), (12)
sum2 =sum?2+ C(i — 1). (13)
Step 12. Set i =i+ 1, and encrypt the ith pixel of
the cipher image by
C(i) = q(i) @mod(C(i — 1) + k(j), 256)
@ mod(sum 1 + k(i), 256), (14)
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where 5 = mod(sum?2 x 101, L) + 1. Obviously,
encrypting each pixel is related to all other pixels.
This means that for different plain image, the dif-
fusion method will be different.

Step 13. Set i =1+ 1, and return to Step 11 until
1 reaches L. Then we obtain the cipher image by
transforming the sequence C into an M x N image.

3.2. Decryption process

The decryption algorithm is the reverse process of
encryption algorithm.

4. Performance and Security
Analysis

In this section, to prove the security of our scheme,
the 256 x 256 traditional 8-bit grayscale images are
used as the original images. The secret keys are
set as (CEQ = 1, Yo = 0949, 20 = 1, woy = 1,
zy, = 1.01, y; = 0.95, 25, = 1.01, wy, = 1.01)
and then our proposed scheme is employed to
encrypt original images with only one round. The
relevant experimental results are shown in Fig. @
Figures Pl(a), 2(d) and 2lg) denote original images
during the experiments. Figures 2I(b), Bl(e) and[2lh)
are encrypted images which are completely invisi-
ble. Figures2lc), 2(f) and[2{i) are decrypted images
which are identical to original images.

4.1. Key space analysis

An idea image encryption algorithm should have
a key space larger than 2'0 to make brute-force

attacks infeasible [Gonzalo & L4, 2006]. In the pro-

posed algorithm, the initial secret keys are set as
(.CE(), Yo, 20, Wo, 336, y67 267 U)E)), where z, Yo, 20, Wo, xE)a
Yo, 20, wy are double-precision numbers, the key
space of the image encryption scheme is (1016)% =
10'28 ~ 2381 Thus, the key space is large enough to
resist all types of brute-force attacks.

4.2. Statistical analysis
4.2.1.

As we all know, the image histogram represents
the distribution of the pixel intensity values in an
image. A good secure encryption system should
make the histogram flat as much as possible. The
histogram of Lena image and corresponding cipher
images are shown in Fig. Bl The histogram of

Histogram analysis

black image and corresponding cipher images are
shown in Fig.[l It shows that the numbers of each
grayscale values of the cipher image are almost
equal, which indicates that the encryption system
can resist statistical attacks.

4.2.2.

The adjacent pixels of the original image have a
high correlation in the horizontal, vertical and diag-
onal directions. An idea image encryption algorithm
should make the correlation coefficients of pixels in
the encrypted image sufficiently low to resist sta-
tistical attacks. The correlation coefficient can be
calculated by

Correlation analysis

cov(z,y)
D(x)D(y)’

where cov(z,y) = E(x — E(x))(y — E(y)), D(x) =
LS (x — E(z))? and E(z) = & 3N 2;. Here,
z and y are the gray values of two adjacent pix-
els, N is the total number of pixels selected from
image.

To analyze and compare the correlation of adja-
cent pixels between original and encrypted images,
we randomly select 4000 pairs of adjacent pixels at
the horizontal, vertical, and diagonal directions of
the Lena image and encrypted image. The corre-
lation distribution is shown in Fig. Bl Obviously,
the adjacent pixels of the original image have a
strong correlation while the adjacent pixels of the
encrypted image have a low correlation. Then we
calculate the adjacent pixels’ correlation coefficient
of Lena, Peppers and Camera in horizontal, verti-
cal, and diagonal directions. The results are shown
in Table [, from which we can clearly see that the
correlation coefficients of the original images are
close to 1 while those of the encrypted images are
around 0 in all directions. This further proves that
the scheme can effectively resist statistical attacks.

Vay = (15)

4.2.3. Information entropy
The information entropy is estimated as

2N -1
H(m) =~ > p(ms)loggp(m;),  (16)

i=0
where N is the number of bits corresponding to
the symbol m;, and p(m;) is the probability of
symbol m. The ideal entropy value for a ciphered
image should be 8, which means that the more the
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v

Fig. 2.

Experimental results: (a) original image of Lena, (b) encrypted image of Lena, (¢) decrypted image of Lena, (d) original

image of Peppers, (e) encrypted image of Peppers, (f) decrypted image of Peppers, (g) original image of Brain, (h) encrypted

image of Brain and (i) decrypted image of Brain.

distribution of a gray value is uniform, the greater
the information entropy. We calculate the infor-
mation entropy of some gray images and the cor-
responding cipher images, and then compare the
calculated results with the ones in [m

)

12015a; Zhul, 201Z; [Teng & Wang), [Zﬂlj] The results

are shown in Table[2] From the table, we can clearly
see that the entropies of the encrypted images using
our scheme are all close to 8. This proves the scheme
is secure to resist the entropy attack.
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Fig. 3. Histogram analysis: (a) original image of Lena, (b) histogram of original image, (c) encrypted image of Lena and
(d) histogram of encrypted image.
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Fig. 4. Histogram analysis: (a) original image of black image, (b) histogram of original image, (c) encrypted image of black
image and (d) histogram of encrypted image.
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Fig. 5. The correlation plots of Lena image and corresponding ciphered image of Lena: (a) horizontal correlation of Lena
image, (b) horizontal correlation of ciphered image, (c) vertical correlation of Lena image, (d) vertical correlation of ciphered
image, (e) diagonal correlation of Lena image and (f) diagonal correlation of ciphered image.
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Table 1. Correlation coefficients of the original and
encrypted images.

Direction Horizontal Vertical Diagonal
Plain image of Lena 0.9503 0.9926 0.9075
Cipher image of Lena —0.0156  —0.0022 —0.0028
Plain image of Peppers 0.9421 0.9707 0.9264
Cipher image of Peppers 0.0067  —0.0098 0.0007
Plain image of Camera 0.9683 0.8733 0.8977
Cipher image of Camera 0.0025  —0.0041 0.0004

4.3. Resisting differential attack
analysis

To resist the differential attack, a secure encryp-
tion system should ensure that any minor changes
in the plain image would cause significant effects
on the difference between the cipher images. NPCR
(Number of Pixels Change Rate) and UACI (Uni-
fied Average Changing Intensity) are usually used
for differential attack analysis and defined by

2

T
NPCR = —— x 100%, (17)
1 le1 (i, 5) — ca(i, j)|
ACI = ) 1
UACT= 7§ . 255 x 100%,
(18)

where ¢; and ¢y denote two images that have same
size M x N, and D(i,j) is defined as

0,

1, Cl(ivj) (19)

RN

C2(iaj .

In this test, Lena, Peppers and Brain are used
as original images for testing. We calculate the
values of NPCR and UACI to test the effects of
a 1-bit change in the plain image on the corre-
sponding cipher images. The results are shown in
Tables 3 and @ From the tables, we can see that the

Table 2. Information entropy.
Image Lena Peppers  Brain
Original image 7.2072 7.5256 5.0421
Encrypted image  Ours 7.9979 7.9979 7.9975
Wang’s  7.9972 7.9973 7.9972
Zhu’s 7.9977 7.9973 7.9972
Teng’s 7.8974 7.8692 7.9868

Table 3. NPCR performance.
Image Lena (%) Peppers (%) Brain (%)
Ours 99.61 99.62 99.61
Wang’s 99.27 99.03 99.41
Zhu's 99.41 99.42 99.41
Teng’s 93.21 92.57 65.75

scheme show better performances against differen-

tial attacks than the ones in IWang et _all, 20154:
Zhu, 2012; [Teng & Wang, 2012].

4.4. Key sensitivity test

A high security cryptosystem must be sensitive to
the key. In this test, we check the sensitivity of
the key from the encryption phase and decryption
phase.

In the encryption phase, the original keys and
the slightly modified keys are used to encrypt the
Lena image respectively. The original keys are set
as (zg = 1, yo = 0.949, zp = 1, wy = 1, z; = 1.01,
vy = 0.95, z; = 1.01, wj = 1.01) and the slightly
modified keys are set as (zg = 1+10712, yo = 0.949,
20 =1, wy = 1, zy, = 1.01, yy = 0.95, 2, = 1.01,
w(, = 1.01). The original Lena image is shown in
Fig. [Bla), and the two cipher images are shown in
Figs. Bl(b) and [Blc) which correspond to original
keys and slightly modified keys respectively. The
difference between the two cipher images is shown
in Fig. B(d). Tt is clear that slightly different keys
will produce two completely different cipher images.

In the decryption phase, the correct decryption
keys and the incorrect decryption keys are used to
decrypt the same cipher image respectively. The
correct decryption keys and the incorrect decryp-
tion keys are the same as the original encryption
keys and the slightly modified encryption keys,
respectively. The original Lena image and the cor-
responding cipher image of the original keys are
shown in Figs. [[(a) and [[(b). The decrypted images
using the incorrect decryption keys and the correct
decryption keys are shown in Figs. [(c) and [7(d).

Table 4. UACI performance.
Image Lena (%) Peppers (%) Brain (%)
Ours 33.46 33.41 33.42
Wang’s 33.28 33.27 33.49
Zhu’s 33.26 33.27 33.27
Teng’s 32.48 30.24 18.73
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(b)

Fig. 6.

() (d)

Key sensitivity test for image encryption: (a) Lena image, (b) encrypted image using the original key, (¢) encrypted

image using the modified key and (d) the difference between (b) and (c).

(b)

(c)

Fig. 7. Key sensitivity test for image decryption: (a) Lena image, (b) encrypted image using the original key, (c) decrypted
image using the incorrect decryption key and (d) decrypted image using the correct decryption key.

It is clear that the slightly different decryption keys
cannot decrypt the cipher image.

4.5. Peak signal-to-noise ratio
analysis

The PSNR (peak signal-to-noise ratio) is used as a
measure of encryption quality and can be calculated
by
1 M N
MSE = — — Pli i) — .12 9

2

Imax (2 1)

PSNR = 10 x lg | 1ie

where M x N is the size of image, P(i,7) is the pixel
value of original image, C(i,j) is the pixel value of
encrypted image, Iax is the maximum pixel value
of the image. Obviously, the value of PSNR should
be as small as possible to ensure the efficiency of
the algorithm.

To prove the quality of encryption, the value
of PSNR is computed for the encryption of Lena,

Peppers and Brain by different algorithms. The
results are shown in Table[d. It is clear that encrypt-
ing Lena, Peppers and Brain, the proposed algo-
rithm indicates a smaller PSNR value than the ones
in ,2018; [Xu_et all, 12016; [Zhou et all,

| and the PSNR values for different encrypted
images are very low. Therefore, the encryption qual-
ity of the proposed algorithm is superior.

4.6. Computational complexity and
speed performance analysis

The speed performance for the whole encryption
process is one of the important parameters to evalu-
ate the efficiency of any designed algorithm. In this
part, we provide the computational complexity of

Table 5. PSNR for the encryption.
Image Ours Zhang’s Xu’s Zhou’s
Lena 8.4100 9.3228 9.1772 9.2337
Peppers 8.9448 8.9327 9.0442 8.8772
Brain 5.7375 9.0443 8.9604 9.1145
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Table 6. Number of operations.
Operation Number of Operation Summation
1 1

Sum <15+ 1—2) n? + 14Ny — 5 <34+ £> n? + 22Ny — 6

e 5\ o
Multiplication 10 + 3 n®+8Ng —1
XOR 2n*
Mod <4 + %) n? -2

1
Fix §n2
Floor <1 + 1) n?
8
Reshape 1
Permutation n?
1

Breadth-first search —n?+1

our algorithm for the gray image of size n x n. The
number of mathematical and breadth-first search is
shown in Table [0l From the table, we can see that
the total number of operations is (34 + 15/16)n? +
22Ny—6. Thus, the computational complexity of the
algorithm could be denoted as O(n?). In addition,
the “sum”, “multiplication”, “floor” and “fix” oper-
ations waste computations on most computed bits
, . In our scheme, the “add”, “multi-
plication”, “floor”, “fix” operations are mainly used
to generate pseudorandom sequences. Therefore,
the encryption process does not take too much time
even when relatively large images are encrypted.
In order to analyze the speed performance bet-
ter, we use Matlab (R2014a) to test the speed of
the encryption algorithm on a personal computer
with Windows 7 64-bit operating system, Intel Core
i3-2370M CPU @ 2.40 MHz and 4 GB memory. The
256 x 256 Lena, Peppers and Brain are tested. When
different images are encrypted with one round,
the time cost of different algorithms are listed in
Table [7 It is clear that the proposed algorithm is

Table 7. Speed analysis.

Ciphered Time (s)

Image Ours Zhang’s Xu’s Zhou’s Teng’s
Lena 0.417 0.624 1.512 1.224 1.835
Peppers 0.448 0.673 1.547 1.263 1.862
Brain 0.429 0.651 1.525 1.285 1.823

faster than the ones in [Zhang & Gad, 2015; Xu
et al.,|[2016; Zhou et all, [2014; Teng & Wang, 2019].

5. Conclusion

In this paper, a chaotic image scheme using
breadth-first search and dynamic diffusion is pro-
posed. The permutation-diffusion architecture is
employed in this scheme. Firstly, the plain image
is traversed using breadth-first search for getting
the scrambled sequence B. Secondly, the scram-
bled sequence B is permuted to obtain the shuf-
fled sequence. Finally, we disturb the diffusion key
stream using breadth-first search and propose a
dynamic diffusion method to encrypt the shuffled
sequence. The proposed dynamic diffusion method
can assure that encrypting each pixel is related
to all other pixels and enhances the sensitivity of
the cryptosystem. The hyper-chaotic system in this
scheme generates pseudorandom sequences in each
phase. We carry out many experiments to prove the
security of this scheme. Various types of common
security and performance analysis have shown that
the proposed scheme has high security and excellent
performance.
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