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In recent years, scholars studied and proposed some secure color image encryption algorithms.
However, the majority of the published algorithms encrypted red, green and blue (called R, G, B
for short) components independently. In the paper, we propose a color image encryption scheme
based on hyperchaotic system and permutation-diffusion architecture. The encryption algorithm
utilizes a block permutation which is realized by mixing R, G, B components to strengthen the
dependence of each component. Besides, it can reduce time consumption. Then, the key streams
generated by the hyperchaotic system are exploited to diffuse the pixels, the three components
affect each other again. And in the diffusion process, we can get two totally different encrypted
images even though we change the last pixel because the G component is diffused in reverse
order. The experimental results reveal that our algorithm possesses better abilities of resisting
statistical attacks and differential attacks, larger key space, closer information entropy to 8, and
faster encryption speed compared with other chaos-based color image encryption algorithms.

Keywords: Hyperchaotic system; multiwing; color image encryption; block permutation.

1. Introduction

With the quick development of network and com-
munication techniques, the security of image infor-
mation has attracted more and more attention.
However, due to a variety of intrinsic characteristics
of images such as a strong correlation of adjacent
pixels, data redundancy, and high computation
complexity, the traditional encryption algorithms
like MDb5, IDEA, AES, etc., are not suited to
encrypt image. Chaos-based encryption algorithms
are more suitable than traditional encryption algo-
rithms [Baptistal, 1998; Jakimoski & Kocarev, 2001
Schmitz, ], because chaotic systems or maps

fAuthor for correspondence

possess some excellent characteristics such as ran-
domness, ergodicity, sensitivity to initial condi-

tions and system parameters ’[Zb_ou_at_aﬂ, lZQ]ﬁa|;

Zhan
chaotic image encryption has become more and

ang & WangL 2!!19; Zhou et_al., M] Hence,

more popular.

In recent years, scholars have proposed a lot of
chaotic image encryption algorithms. For example,
some algorithms possess larger key and higher secu-
rity. In [Liu & Wang, 2010], a stream-cipher algo-
rithm based on one-time keys and robust chaotic
maps was designed to get high security and improve
the dynamical degradation. Sui et al. m

)
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G. F. Cheng et al.

] proposed a color image encryption algo-
rithm based on gyrator transform and Arnold
transform. In [Bakhshandeh & Eslami, M], a
novel image encryption algorithm using chaotic
maps, permutation-diffusion architecture and cel-
lular automata was introduced to improve secure
diffusion mechanism and computational efficiency.
In [Belazi et all, 2016a], a novel image encryption
approach was proposed. The scheme consists of dif-
fusion, substitution, diffusion and permutation. In

, 12017], a color image encryption
scheme based on 1D chaotic map was proposed.
It generated a chaotic system by using two same
1D chaotic maps. Meanwhile, in order to reduce
the strong correlation of adjacent pixels, some

researchers proposed a number of image encryp-
tion schemes using 2D Arnold cat map [Li et ali,

lZQl_Zd; Som et all, ;B&;&L@U, |2£ll£i]. Chen et all
M] proposed a color image encryption scheme
using interference technique and Arnold transform.
Liu_et_all [2016] proposed an image encryption
scheme using Baker map of varying parameters to
overcome weaknesses that the chaotic orbits, their
parameters and initial conditions may estimate.
In [Tong et all, M, a joint image encryption
algorithm using lossless compression and chaotic
map was proposed. The algorithm employed SPTHT
(Set Partitioning in Hierarchical Trees) encoding
method and many kinds of chaotic maps. How-
ever, these encryption algorithms using the low-
dimensional chaotic maps have a few weaknesses
such as poor efficiency, smaller key space and
weaker security. Because of the better characteris-
tics of high-dimensional systems, some researchers
proposed a number of encryption algorithms using
high-dimensional chaotic systems in recent years

|Amin| bﬂ]ﬂ |B.ela.z1_€_t_al.| lZDlﬁ.bl Wang et alJ
120164; |X]£_(1Lal.| 2016 MpllaeefauLaU |211]ﬂ
[Norouzi & Mirzakuchaki 2014; Sevedzadeh ef al,
[2!115 Wang et alJ lZQlZ Li QMLJ [2&11.7.]@] Wang et alJ
Dﬂlﬁﬂ MLMLM lZQl_d |7ham_f et al| lZQl_d
 12016; Mao et all, 2004: @gm

1, several encryption schemes were proposed by
extending low-dimensional maps to corresponding
high-dimensional maps. Gao et al. IGao & Chen,
] proposed a hyperchaos-based image encryp-
tion algorithm. Key streams of the algorithm gen-
erated by a chaotic system are independent of the
plaintext and diffusion process. Therefore, it can-
not withstand chosen-plaintext attack and chosen-
ciphertext attack. An image encryption algorithm

based on simple perceptron and high-dimensional
chaotlc system was presented in [MZa.ng&Lai], lZD.ld]
In , , the authors proposed a bit-
level permutation and hlgh dimension chaotic map
to encrypt color image. Firstly, they converted the
plain color image of size (M x N) into a grayscale
image of size (M x 3N), then transformed it into
a binary matrix, and permuted the matrix at bit-
level by the scrambling mapping generated by piece-
wise linear chaotic map (PWLCM). Secondly, the
Chen system is used to confuse and diffuse the
red, green and blue components simultaneously.
Som et all ﬂm&ﬂ proposed a color image encryp-
tion algorithm based on multiple chaotic maps. The
encryption algorithm utilized Arnold cat map to
permute the original image. After that, the inter-
mediate image was encrypted by chaotic sequences
that were generated by multiple chaotic maps. To
improve efficiency and security, m% pro-
posed a chaotic image encryption algorithm using
SHA-3 hash function and double Arnold maps. To
reduce time consumption in permutation stage, the
plain-image was permutated in four different direc-
tions by a novel wave-line. Jawad et al. [Jawad &
Sulong, |2Q]ﬂ] proposed a security-enhanced image
encryption scheme using four-dimensional hyper-
chaotic system and XOR operator to enhance
the security. Norouzi et al. [Norouzi & Mirza-
kuchaki, M proposed a hyperchaos-based color
image encryption scheme. However, the security
was not good due to their inappropriate crypto-

graphic structure. Therefore, (Tong et al! [2016D]

proposed an enhanced algorithm to overcome the
weakness. In [Zhu et all, 2017], a novel image
encryption algorithm using two-dimensional com-
pound homogeneous hyperchaotic system (CHHCS)
and local binary pattern was proposed. In [Wang
et al.,2015b; Hu et al, M, two encryption algo-
rithms using DNA sequence operations were pro-
posed. They employed DNA encoding to encrypt
images. In ILj.u_ﬁLaLL |20_lﬂ], a novel confusion and
diffusion method for image encryption algorithm
based on PWLCM system and DNA coding was
proposed. In |[Hua & Zth]l, |2Q11|; Xn_aLaU, lZD_Lﬂ],
two encryption schemes using block scrambling
were proposed. In [Hua & Zhou, 2017], an image
encryption algorithm using block-based scrambling
and image filtering was proposed. The block-based
permutation can disperse adjacent pixels, and it can
reduce the high correlations between adjacent pix-

els. In [Xu et al, I2Q1_Z|], the authors proposed a

1950115-2



A Nowel Color Image Encryption Algorithm Based on Hyperchaotic System

chaotic image encryption scheme based on block
scrambling and dynamic index. In ,

|, an efficient self-adaptive model for chaotic
image encryption algorithm was proposed to solve
the problem of fixed chaotic sequence produced by
the same initial conditions but for different images.
However, a defect still exists in the aforementioned
color image encryption algorithms. This is because
the red, green and blue components are encrypted
independently. If the gray image is cracked success-
fully by the adversary, then the color image will also
be cracked soon.

To solve the problem, we propose a color
image encryption scheme based on hyperchaotic
system and permutation-diffusion architecture. The
encryption algorithm utilizes a block permutation
which is realized by mixing R, G and B components
to strengthen the dependence of each component.
And time of iterating the hyperchaotic system will
be greatly reduced. After permutation, each com-
ponent has a half of pixels of other components.
Then, the chaotic sequences generated by a hyper-
chaotic system are exploited to diffuse the pixels,
the three components affect each other again. And
in the diffusion process, we diffuse the G component
in reverse order. Because the R, G and B three
components affect each other in the permutation
and diffusion of color image encryption algorithms
and key stream generation, our algorithm has bet-
ter abilities of resisting statistical attacks and differ-
ential attacks, larger key space, closer information
entropy to 8, and faster encryption speed compared
with other chaos-based color image encryption

algorithms. In addition, it is a failure that the
adversary uses the gray image to crack our algo-
rithm, because the proposed scheme can mix R, G
and B components to strengthen the dependence of
each component, which is more efficient than for-
mer color image encryption algorithms in resisting
gray image attack.

We organize the rest of the paper as fol-
lows. In Sec. @, the novel color image encryption
scheme is introduced in detail. In Sec. B], experi-
mental results and performance analysis are shown
|£ )zkaynak, M] Finally, the conclusions are given
in Sec. @l

2. Proposed Cryptosystem

The flow diagram of the encryption algorithm is
given in Fig. [I. Firstly, divide the original color
image into three components red, green and blue.
Secondly, the initial conditions of the chaotic sys-
tem are produced by the plain-image. Thirdly, to
reduce time consumption of sorting operation at
the permutation stage, a block permutation scheme
is suggested. In the permutation process, the R,
G and B images are divided into nonoverlapping
blocks of equal size. Then, we exchange pixels of
R with G and B according to S*, S? and S® (pro-
duced by chaotic system in Sec.[2.2)). Therefore, the
R component possesses a half of pixels of G and
a half of pixels of B. Next, we swap pixels of G
and B according to S$* and S® (produced by the
chaotic system in Sec. [2.2). After that, each com-
ponent has a half of pixels of the other components.

Chaotic f
. sequences Chaotic Swap G{i}(j)
Initial R R 4
conditions produced by sequence S > and are swapped
hyperchaotic and S° B{S“()}(S°(i))
1 system
A
i S R{i}j
Plain-image P Divide P to 5223::; Wai)nd{l}m
Obtain R,G,B s',5% and s° GIS ()HS*()
. Diffusion
| are swapped
Divide R,G,B
into M Swap R{i}(j)
matrices and 3
which have N B{S*(j)}(S’(i)) Cipher-image C
pixels

Fig. 1.

Flow diagram of the proposed algorithm.
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The block permutation not only reduces time con-
sumption but also enhances the dependence of R,
G and B. Finally, a diffusion process is employed.
Then, we can obtain the encrypted image C' by com-
bining CR, CG and CB.

2.1. Hyperchaotic system

The algorithm adopts a 5D mult1w1ng hyperchaotic
system as follows [Amin h :

.731 = —ax1 + T2x3,
To = —b:L'Q + f$5,
&3 = —cxg + grg + 1172, (1)

.7'34 = d$4 — h:L'l,

T5 = exs — 332:(}%,

where x1, x9, 3, T4, T5 are state variables and a, b,
¢, d, e, f, g, h are real constant parameters of the
chaotic system (I). When a = 10, b = 60, ¢ = 20,
d=15,e =40, f =1, g =50, h = 10, the system
is hyperchaotic.

2.2. Generation of the initial
conditions and scrambling
sequences

We suppose the size of the original color image P
is M x N. The initial conditions and scrambling
sequences are generated by the following steps:

Step 1. We get three matrices R, G and B by
dividing the plain-image P into red, green and blue
components. Then the initial conditions are gener-
ated by the following formulae (2)—(@).

M N M/2 N M N
SN RGN+ YD G+ Y Y BG.)
_i=1 =1 i=1 j=1 i=M/2+1 j=1 5
= 2% M % N %28 ’ (2)
M N M/2 N
> DR Z ZGH+ZZBH
=1 =1 i=M/2+1 j=1 i=1 j=1
2= 2% M % N %28 ’ ®)
M N M N/2
DD RGH+Y D GG +Z Z
_7::1]7 i=1 j=1 =1 j=N/2+1 4
= 2% M x N % 28 ’ (4)
M M N/2
Z R(i,j —i—Z Z zj)—i—ZZB(i,j)
_i=1 =1 i=1 j=N/2+1 i=1 j=1
= 2% M % N %28 ’ (5)
M N
ZZ (,7) +ZZBZJ
:zzlj i=1 j=1 6)
5 2% M % N % 28 ’ (

where R(i, j) represents the pixel in the ith row and
jth column of the red component. We can get initial
conditions z1, wg, 23, x4 by using formulae 2)—(H).
In formula (G]), we use M x N pixels of green and
M x N pixels of blue to get the initial condition z5.

Step 2. Utilize the above initial conditions z1, xo,
xs3, T4, T5 to iterate the hyperchaotic system ()
for t + [MN /5] (t > 1000) times. Then abandon

the former ¢ values to eliminate the transient effect.
Next, we will obtain a chaotic sequence with length
MN: S ={s1,82,...,SMxN}-

Step 3. Obtain the sequence S' according to the
formula ().
S =mod(S; x 10,1) i€ (1,2,...,M x N).

(7)
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Step 4. According to the formulae (8)—(Tl), we can
get sequences 512, 13, S and S'°. And each value
in sequences is 0 to M.

Si? =mod(S1ggo s x 10, M) i€ (1,2,...,1000),
(8)
Si* =mod (g0 x 10", M) i€ (1,2,...,1000),
(9)
Si* =mod (400, x 10", M) i€(1,2,...,1000),
(10)
S1% =mod(Sgoo s x 10", M) i€ (1,2,...,1000).
(11)

Step 5. We choose M values for which each value
is different from the others to obtain sequences S2,
53, 8% and S® from sequences S'2, S'3, §14 G135,

2.3. Proposed encryption algorithm

Step 1. The R, G and B images are divided into
nonoverlapping blocks of equal size, i.e. M blocks
which have N pixels. Then we convert M blocks dig-
ital image matrix to one-dimensional vectors. And
we can get 3M one-dimensional vectors which have
N pixels.

Step 2. Obtain the sequences S'2, 3, §14 and S'°
by iterating the hyperchaotic system and process
the chaotic sequences S, as described in Sec. 2.2

Step 3. At the permutation stage, we exchange pix-
els of R with G and B according to the chaotic
sequences S', S? and S3 by the following formu-
lae (I2) and (I3). Therefore, the R component pos-
sesses a half of pixels of G and a half of pixels
of B.

= G{S*()}(S°(1))

= R{i}(j)
if S*((i —1)* N +j) > 0.5, (12)

{IR{i}(j) = B{S%(j)}(5*(1))

IB{S*(j)}(S(i)) = R{i}(5)
if SY((i—1)*N+34) <05  (13)

{IR{Z'}(J')
IG{S*(5)}(S°(d))

where i = 1,2,...,M,j=1,2,...,N and IR{i}(j)
represent the jth pixel of the ith block.

Step 4. Because the other half of G and B is not
permuted, we exchange pixels of G with B accord-
ing to the chaotic sequences S* and S° by the
following formula (I4]). After that, we can obtain
scrambling images IR, IG and IB. And each com-
ponent has a half of pixels of other components.
Besides, the permutation process also reduces time
consumption.

Step 5. Modify the original initial conditions by
the following formulae (IZ)—(I9). Then, iterate the
hyperchaotic system () for ¢ + [MN /5] (¢t > 1000)
times. Then abandon the former ¢ values to elimi-
nate the transient effect. Next, we will obtain three
chaotic sequences with length MN: K' = {k%,

Rl kb K2 = (2K K2 ), K = (&,

k3, kSt
temp = 1G{i}(j),
IG{i}(j) = IB{S*(4)}(S°(0)), (14)
IB{S*(4)}(S°(i)) = temp,
a:m0d<xg+x3+x4+x5 104 ) (15)
) :mod<x1+x3+$4+x5 *104,1>, (16)
xh :m0d<x1+x2+x4+x5 % 10%,1 ) (17)
o = (m +x2+x3+x5 *104’1) (18)

/ <x1+a:2+a:3+x4
T = mod

T 10, 1). (19)

Step 6. Obtain the key streams K* = {k{, k3, ...,
ki rant KO ={k3, k3, kS v ) KO ={KS,KS, ...,
k?WX ~ | by processing the chaotic sequences K L K2,

K3 according to the following formulae (20)(22).
K} = mod((|K}| — [|K}]) « 101, 256)
i=1,2,...,MxN, (20)
K7 = mod((|K?] — [|K?[]) 10", 256)
i=1,2,...,MxN, (21)
K% = mod((|K3| — [|K2|]) * 10™,256)

7

i=1,2,...,MxN. (22)
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Step 7. Convert digital image matrix IR, IG and IB
to one-dimensional vectors and diffuse the scram-
bling images to get encrypted images CR, C'G and
CB by the following formulae (23)—(253).

CR; = mod(IR; + CR;_1,256) ® K}
® mod(CG prxN—i+1 + CBi—1,256), (23)
CGuxN—it1
= mod(IGyxN—i+1 + CGrxN—it2,256)
@ K? @ mod(CR;—1 + CB;_1,256),  (24)
CB; = mod(IB; + CB;_1,256) & K?
@®mod(CR;—1 + CGprrxN—i+1,256), (25)

where CRg, CGrxn+1, CBg are initial values. In
the diffusion process, we can get two totally differ-
ent encrypted images even though we change the
last pixel because IG is diffused in reverse order.

Step 8. Combine the CR, C'G and CB components
to obtain cipher-image C.

Figure Bl shows the encryption result of the
plain-image whose size is 480 x 320.

2.4. Proposed decryption algorithm

The decryption algorithm is the inverse process
of the encryption algorithm. The receiver party
obtains chaotic sequences by having appropriate ini-
tial conditions x1, x9, x3, x4, x5 that the sender
sends. And in the paper, different images will pro-
duce different initial conditions because the initial

conditions are produced by plain-images. After
that, we can get three matrices CR, C'G and CB by
dividing the color cipher-image into red, green and
blue components. The detailed decryption scheme
is presented by the follow steps:

Step 1. Iterate the hyperchaotic system ([II) using
keys that the sender sends to gain the chaotic
sequences S', 82, S3, 5% and S° according to
Sec.

Step 2. Modify the original initial values by the for-
mulae (I5)—(19). And iterate the hyperchaotic sys-
tem (l). Then, we can get three chaotic sequences
with length MN: K' = {k}, k},... ki, ) K2 =
(k3. k3, .. k3 v} K2 = {3, k3, .. kS N )
Step 3. Obtain the key streams K* = {k{, k3, ...,
Erpon b KO ={k3, K5, ... kS v b KO ={RS, kS, ...,
k?WX ~ | by processing the chaotic sequences K L K2,
K3 according to the formulae @0)-22).

Step 4. We can obtain the intermediate images by
executing the inverse process of diffusion according
to the following formulae (26)—2J).

IR; = mod((CR; & K}
@& mod(CGrxN—i+1 + CB;—1,256))
+256 — CR;_1,256), (26)
IG; = mod((CGrrun—iv1® K?
®©mod(CR; 1 + CB;_1,256))
+256 — CG pruN—it2, 256), (27)

(a)
Fig. 2.

(b)

(a) The plain-image (480 x 320) and (b) the cipher-image.
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IB; = mod((CB; ® K?¢
&) mOd(CRi,1 + CGpxN—it1, 256))
+256 — CB;_1,256). (28)
Step 5. The IR, IG and IB images are divided into

nonoverlapping blocks of equal size, i.e. M blocks
which have N pixels.

Step 6. Exchange pixels of IG with IB according
to the chaotic sequences S* and S° by the following

formula (29).
temp = IB{i}(j),
IB{i}(5) = IG{S*(4)}(S°()),
IG{S"(j)}(S°(i)) = temp.

(29)

Step 7. Exchange pixels of IR with IG and IB
according to the chaotic sequences S, S? and S°
by the following formulae (BU) and (IE)

{G{S2(.7')}(53(i)> = IR{i}(5),
R{i}(j) = IG{S*(4)}(S°(3)),

if SY((i —1)* N +4) > 0.5, (30)
{R{i}(j) = IB{S*(j)}(5*(2)),
B{S*(j)}(5%(2)) = IR{i}(5),
if SY((i—1)% N +7) <0.5. (31)

Step 8. We can obtain the R, G and B plain-images
by combining the M matrices, respectively. Then,
we can get plain-image P by combining the R, G
and B components.

3. Performance and Security
Analysis

3.1. Statistical analysis
3.1.1.

The histogram of an image reveals the distribution
information of pixel values. The pixels of cipher-
image should distribute evenly and have a com-
pletely different histogram with the plain-image to
prevent the enemy from getting any meaningful
information of the plain-image.

Figure B demonstrates that the histograms of
cipher-images are almost uniform and totally dif-
ferent from the histograms of the plain-image.

Histogram

Therefore, attackers find it difficult to obtain any
useful statistical information to decrypt the cipher-
image in the algorithm.

In addition, we employ variance analysis of
histogram to evaluate the uniformity of ciphered
images [Zhang & Wang, 2014]. The higher the uni-
formity of ciphered images, the lower the value of
variances of histogram. The variance and Standard
Deviation (SD) of histograms are calculated by the
following formula (B2):

SD(Z) = y/var(Z),

where Z is the vector of the histogram values.
z; is the value of pixels in components R, G, B
respectively. SD(Z) is the average fluctuation of
histogram. The plaintext images of Lena is tested
in experiments. In Table [ the variance values of
histograms of ciphered Lena compared with other
encryption algorithms |Zhang & Wang. 2014; Zhu
et al., 2011 are listed. Table @ indicates that vari-
ance value of our proposed algorithm is about 5200,
so the average fluctuation of value of pixels is
about 72. Compared with other encryption schemes,
the result of our algorithm is smaller. Therefore, the
proposed algorithm is efficient to prevent attackers
from obtaining any useful statistical information to
decrypt the cipher-image in the algorithm.

3.1.2.

A secure image encryption scheme should reduce
the correlations of adjacent pixels in three direc-
tions. The correlation coefficients are described by

formulae (B3)—(34):

Correlation of adjacent pixels

oy — cov(z,y) 7 (33)
D(z)D(y)
| X
E(z) = N in, (34)
i=1
| X
D(z) =+ > (wi — B(x))%, (35)
i=1
L
COV(:L' y) N Z(xz - E(x>)<yz - E(y)) (36)
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3500 [ T T T T =] 2500 T T T T T
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() (f)
3000 F T T T T ™ 2500 T T T T T
2500 - q 2000
2000 - T
1500
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500
500 - ~ ‘|
0 0 Nt
0 50 100 150 200 250 0 50 100 150 200 250
(d) (2)
T T T T T 2500 T T T T T
3500 - 1
3000 - 2000
2500 - T
1500
2000 - q
1500 - q 1000
500
500 - T |“
0 0
0 50 100 150 200 250 0 50 100 150 200 250

(e) (h)

Fig. 3. Histogram analysis: (a) Plain-image of Lena (512 x 512); (b) cipher-image; (c) red components of the plain-image;
(d) green components of the plain-image; (e) blue components of the plain-image; (f) red components of the cipher-image;
(g) green components of the cipher-image and (h) blue components of the cipher-image.
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Table 1. Variance of histograms.
Encryption
Image Algorithm Variance
Original image (Lena) 625 571.4908
Encrypted image (Lena) Ours 5217.9615
Wang’s 5236.5436
Zhu's 5554.8293

The x and y represent gray-level values of two
adjacent pixels. To analyze the correlation of adja-
cent pixels in the plain-image and corresponding
cipher-image, we randomly choose 5000 pairs of
adjacent pixels in horizontal, vertical and diago-
nal directions from the plain-image and correspond-
ing cipher-image, respectively. Then, we can obtain
the correlation coefficients in different directions by
Egs. B3)-(Bd). The consequences of the correla-
tion coefficients are shown in Table @l The distri-
bution of adjacent pixels of the plain-image and
the corresponding cipher-image is given in Fig. [
It is observed that the plain-image has high corre-
lation coefficients in different directions. However,
the correlation coefficients of the cipher-image are
very low and the correlation distribution among
adjacent pixels of the cipher-image is nearly uni-
form. Besides, the correlation coefficients among
adjacent pixels of the proposed algorithm are com-
pared with those of the other encryption algorithms

[Akhshani et al. 012 Ye et al. 015 Wang et aJ
016d Mollaeefar et aJ 015 Wang et al. 015
Wang & Luan, 2013] as given in Table Bl It is obv1—

ous that our algorithm is better than the other algo-
rithms. Hence, our encryption algorithm possesses

better ability of resisting statistical attack com-
pared with other chaos-based color image encryp-
tion algorithms.

3.2. Sensitivity analysis
3.2.1. Differential attack

A good image encryption algorithm should be sen-
sitive to a slight change of the plain-image. It means
that we can get a totally different cipher-image even
though one bit is changed in plain-image. We usu-
ally use two standards to evaluate the effect when
one pixel is changed in plain-image. They are the
number of pixels change rate (NPCR) and the uni-
fied average changing intensity (UACI) which are
described respectively as follows:

M N
> Dreslij)

=1 j=1
NP = 1
CRR,G,B M < N X 00%, (37)
UACIg B
ZZ\CRGB (i,7) = Cra,B(i, )|
i=1 j=1
= 1
TN x 100%,
(38)

where Cr g, is the corresponding cipher-image of
the plain-image and CIR,G, p is cipher-image of the
plain-image when one pixel is changed. Cr ¢ g(i, j)
represents the pixel value at position (i,7) in
the corresponding cipher-image, so does C”RG,B.

Table 2. Correlation coefficients of adjacent pixels.
Direction
Image Color Components Horizontal Vertical Diagonal
Original Lena image Red 0.9783 0.9882 0.9674
Green 0.9680 0.9812 0.9545
Blue 0.9335 0.9542 0.9181
Encrypted Lena image Red —0.0070 0.0049 —0.0083
Green —0.0076 0.0062 0.0032
Blue 0.0047 —0.0025 —0.0058
Original Peppers image Red 0.9108 0.9370 0.8987
Green 0.9320 0.9156 0.9071
Blue 0.9376 0.8945 0.9029
Encrypted Peppers image Red 0.0002 0.0131 —0.0015
Green —0.0032 0.0072 0.0071
Blue —0.0120 0.0080 0.0103
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Correlation distributions of Lena: (a) Red component in horizontal plain-image; (b) green component in vertical plain-

image; (c) blue component in the diagonal of plain-image; (d) red component in horizontal cipher-image; (e) green component
in vertical cipher-image and (f) blue component in the diagonal of cipher-image.

Dr g, is described by formula (B9).

Dre,p(i,j) =1 if Cra.p # Crop

o . (39)
Drap(i,j) =0 if Crap = C'IR,G,B~

To analyze the sensitivity of the plain-image,
firstly, we encrypt the plain-image to obtain a
cipher-image. Secondly, we randomly select one
pixel in the plain-image and change it. Thirdly,
another cipher-image is produced by encrypting

the plain-image which has been changed. Finally,
we calculate NPCRg ¢, p and UACIg ¢ p by utiliz-
ing two encrypted images according to Egs. (1)
and (BY). Five hundred values are obtained
by calculating the NPCRgg p and UACIgg B
with different images, respectively. The values of
NPCRpg,¢,p and UACIg g p are given in Table @
which shows that the average values of NPCR and
UACI are very close to the ideal values. It means
that our encryption algorithm is very susceptive to

1950115-10



A Nowel Color Image Encryption Algorithm Based on Hyperchaotic System

Table 3. Correlation coefficients among adjacent pixels in our algorithm compared with some other algorithms.
Direction
Image Encryption Algorithm Horizontal Vertical Diagonal
Original image (Lena) 0.9567 0.9611 0.9169
Encrypted image (Lena) Ours 0.0064 0.0045 0.0057
Akhshani’s 0.0043 0.0055 0.0072
Ye's —0.0175 —0.0175 —0.0183
Wang’s 0.0010 0.0181 0.0061
Mollaeefar’s —0.0065 0.0006 0.0054
Gu's 0.0096 0.0342 0.0205
Luan’s 0.0011 0.0193 0.0045

Table 4. Average NPCR and UACIT of different color images.

Average NPCR

Average UACI

Image Red Green Blue Red Green Blue

Lena 99.6404 99.6334 99.6470 33.4885 33.4930 33.5089
Peppers 99.6615 99.6420 99.6389 33.5691 33.4534 33.4964
Baboon 99.6325 99.6367 99.6438 33.4568 33.4761 33.6113
Airplane 99.6575 99.6341 99.6374 33.5482 33.5035 33.4518

the plain-image and can withstand the differential
attacks. By comparing the NPCR and UACIT in our
algorithm with those in other algorithms ,
12015; Belazi et all. [20161: [Wang et all. [2016d; Mol-
lacefar et al., ; , ], we can

see that our algorithm is better than the other
algorithms. Hence, our encryption algorithm pos-
sesses a better ability of withstanding differential
attacks compared with other chaos-based color
image encryption schemes. The consequences are
given in Table Bl

3.2.2. Key sensitivity

Key sensitivity is an important feature for a secu-
rity image encryption algorithm which guarantees
the security of the algorithm against brute-force
attack. A slight change of the plain-image will pro-
duce two totally different encrypted images. And
a slight change of the secret key should generate
two completely different encrypted images as well.
The cipher-image cannot be decrypted correctly by
modified secret key which has a slight change.
Figure [ shows the sensitivity of the algo-
rithm we propose to the secret key. Figure Bl(c) is
the decrypted image with the correct secret key.
Figure B(d) is the decrypted image with the mod-
ified secret key. We can see that we cannot obtain
the correct plain-image even though the secret key

is changed in the last digit after the decimal point of
the first parameter. In addition, when changing an
initial condition, we do the NPCR and UACI tests
to quantify key sensitivity in Table [6l Hence, the
hyperchaotic image encryption algorithm we pro-
pose is sensitive enough to the secret key.

3.3. Chosen-plaintext analysis and
known-plaintext analysis

In our algorithm, we will get totally different chaotic
sequences and key streams when the plain-image
is changed because the initial conditions of the
hyperchaotic system are generated by plain-image.
The attackers cannot decrypt a cipher-image by
the key streams decoded from other images. Hence,

Table 5. Average NPCRpg g, and UACIg g, of
Lena image in our algorithm compared with some other
algorithms.

Average Average
Algorithm NPCRR’G’B (%) UACIR’G’B (%)
Ours 99.6403 33.4968
Ye’s 99.6244 33.6994
Belazi’s 99.6448 33.5319
Wang’s 99.6358 33.4428
Mollaeefar’s 99.6126 33.4648
Wang’s 99.5864 33.2533
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ccune

Fig. 5. (a) Plain-image; (b) cipher-image; (c) decrypted image with the correct secret key and (d) decrypted image with
modified secret key.

Table 6. Quantified Key Sensitivity: NPCR and UACT tests.

Image T T9 T3 T4 5 Average
Lena (1024 x 1024) NPCR 99.6141 99.5973 99.6065 99.6317 99.6129 99.6125
UACI 33.4862 33.5024 33.4372 33.3985 33.4438 33.4536
Lena (512 x 512) NPCR 99.5946 99.6125 99.6071 99.6014 99.6328 99.6097
UACI 33.5107 33.5073 33.4772 33.4486 33.4963 33.4880
Lena (256 x 256) NPCR 99.5833 99.6125 99.6022 99.5927 99.6274 99.6036
UACI 33.4620 33.4936 33.5104 33.4150 33.5031 33.4768
Pepper (512 x 512) NPCR 99.6047 99.5821 99.5906 99.6104 99.6217 99.6019
UACI 33.5135 33.4938 33.4687 33.5022 33.4726 33.4902
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Table 7. Key space in our algorithm compared with some
other algorithms.

Algorithm Ours Gao’s Amin’s Seyedzadeh’s

2260 2186 2256 2128

Key space

our encryption scheme can withstand both chosen-
plaintext and known-plaintext attacks.

3.4. Key space analysis

A large key space is an important feature for a secu-
rity image encryption algorithm. Key space is com-
posed of initial conditions of the hyperchaotic sys-
tem and seed keys. The size of the key space should
be larger than 2'% to provide a high level of secu-
rity. For the most used double-precision floating-
point format which usually refers to binary64, the
key space (as specified by the IEEE 754 standard) is
252 And five initial conditions and three seed keys
are considered, the total key space of the proposed
scheme is about 226°. The key space of the pro-
posed algorithm is compared with those of other
image encryption algorithms [Gao & Chenl, 2008;
AmiI_)I, M; 'Sevedzadeh et al.|, M in Table [7.
The table shows that the key space of the proposed
algorithm is enough to withstand any brute-force
attack.

3.5. Information entropy

Information entropy is an important characteris-
tic to evaluate a good encryption scheme. If the
information entropy is more close to 8, the pixels
of the image will be distributed more evenly. And
the cryptosystem will reveal information as little

as possible. The entropy H(s) is calculated by for-
mula (H0).
2M 1

H(s)=— Z P(s;)logy P(s;),

=0

(40)

where P(s;) represents the probability of s; and oM
is the number of the information source. To analyze
the information entropy of the proposed algorithm,
Table [§ provides the results of information entropy.
We see that the information entropy of our algo-
rithm is closer to 8 compared with other similar
algorithms t_all. [20161: [Aminl, 2015; Mol-

laeefar et al., ; .Wan.g_az‘_alJ, 015d].

3.6. Complexity analysis

In our algorithm, the computational cost consists of
the permutation process and the diffusion process.
In permutation process, a chaotic sequence with
length M x N is produced by the chaotic system.
Hence, the computational cost is ©(M x N). Then,
we exchange pixels of R with G and B. Hence, the
time cost is O(M x N). Besides, we exchange pix-
els of G and B. The time cost is also ©(M x N).
Therefore, the total time complexity of the permu-
tation process is (3 x M x N). In diffusion process,
we obtain three chaotic sequences with M x N by
the chaotic system. Hence, the computational cost
is ©(3 x M x N). And we change pixels of R, G and
B respectively. The total time cost is ©(3x M x N).
Hence, the total time cost of the diffusion process is
©(6 x M x N). Therefore, the total time complexity
is ©(9 x M x N).

In Table @ we see the results of the time
complexity. Compared with Zhang’s algorithm

ﬂﬁ, 2015] and Wang’s algorithm [Wang

:], the time complexity of the proposed

et al.,

Table 8. Information entropy in our algorithm compared with some other algorithms.
Plain-Image Cipher-Image
Algorithm Image Red Green Blue Red Green Blue
Ours Lena 7.2531 7.5940 6.9684 7.9991 7.9993 7.9993
Peppers 7.3388 7.4963 7.0583 7.9994 7.9994 7.9993
Baboon 7.7067 7.4744 7.7522 7.9993 7.9994 7.9992
Airplane 6.7178 6.7990 6.2138 7.9993 7.9994 7.9993
Tong’s Lena 7.9972 7.9972 7.9976
Amin’s Lena 7.9972 7.9973 7.9971
Mollaeefar’s Lena 7.9914 7.9907 7.9907
Wang’s Lena 7.9971 7.9975 7.9972
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Table 9. Time complexity.
Algorithm Ours Zhang’s Wang’s
Key space O(9 x M x N) ©(100 x M x N) O(12 x M x N)

algorithm is lower. Hence the speed of our encryp-
tion scheme is faster.

3.7. Attack test

For the former color image encryption schemes pro-
posed, if the grayscale image is cracked successfully
by the adversary, then the color image will also be
cracked soon. But it turns out to be a failure that
the adversary used the gray image to crack our algo-
rithm, because the proposed scheme can mix R, G
and B components to strengthen the dependence

Fig. 6.

of each component, which is more efficient than
former algorithms. Figures [Bl(a) and [6d) are the
original images of Lena, Figs. B(b) and [Gl(e) are the
encrypted images of Lena using proposed algorithm
and Yin’s algorithm [Yin & Wang, [2018], Figs. B(c)
and [Q[f) are the decrypted image the enemy gets
when the enemy uses the grayscale image to crack
our algorithm and Yin’s algorithm although they
know the key. The experiment shows that the pro-
posed algorithm is more efficient in resisting gray
image attack.

(f)

Attack test of Lena: (a) Plain-image of Lena (512 x 512); (b) encrypted image of Lena using proposed algorithm;

(c) decrypted image the enemy gets; (d) plain-image of Lena (512 x 512); (e) encrypted image of Lena using Yin’s algorithm

and (f) decrypted image the enemy gets.
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4. Conclusion

Digital image is one of the most popular forms of
multimedia, and it is widely used in politics, econ-
omy, national defense, education and so on. In some
specific areas such as military, business and medi-
cal treatment, digital images also have high confi-
dential requirements. Therefore, some scholars have
proposed a number of image encryption schemes.
However, in these encryption schemes, the secu-
rity is not good due to their inappropriate cryp-
tographic structure. In the paper, a novel color
image encryption algorithm using hyperchaotic sys-
tem and block permutation is proposed. A block
permutation which is realized by mixing R, G and
B components is employed to strengthen the depen-
dence of each component. Besides, it can reduce
time consumption. Then, we diffuse the pixels of
color components and the three components affect
each other again. And in the diffusion process, we
diffuse the G component in reverse order. There-
fore, we can get two totally different encrypted
images even though we change the last pixel. The
experimental results reveal that our algorithm pos-
sesses better abilities of resisting statistical attacks
and differential attacks, with larger key space,
closer information entropy to 8, faster encryption
speed compared with other chaos-based color image
encryption algorithms.
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