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‘ Software history

A Computer run a application:
» A group developed an application;

» Integrate multiple modules to form a applications;

A computer run concurrently multiple applications;



@ —mngEmesmEA

* binary interoperation:
* process;
e Compiling, compiler;
 Linking, linker;

* Loading, loader;

e code re-entry;

 function recursive calling;
o Stack;

e Thread;

* Positioning of function and data;

 Dynamic Linking,and static linking;

 Local, variable, static, new, variable;



Development aspect figure in interoperation in
‘ object-oriented

: . Compile .
i“ h file i ‘ eodeiion]] - Link

:“ codel .cpp file !

H hfile |

| [ codel.obj | H . H
:“ code2 .cpp file : ‘ >~ | pp.exe |
[nre |

‘ || codel.obj || /

Problem: any modification to source files must re-compile and re-link;




Development aspect figure in interoperation in
‘ object-oriented

Vendorside
Ty e | L [
| math.h file ~ math.DLL (obj) sell
i source .cpp file || \ ‘ H Clients ‘
T math.h | |
J
Static link
Client side
r app.exe
.h file sell
Math.dll (obj) {  dynamic link mm) | user
.h file (app)
app.exe
.cpp file (app) H t Pp

math.DLL




@ BEHEF: — 1 EHHIH

printf.h SC4:

bool printf (char * p, 1nt 1, double j, double k);



@ BEHEF: — 1 EHHIH

LS SN BRI
printf.c:

bool printf (char * p, int 1, double j, double k)
d

int factor = atoi(p);
if (factor *j > I*k)
return true;
else
return false;

“ WEEE AR ./original/printf.dll




‘ X Hprintf proxy.c

include <MiddlewareEnvironment.h>

bool printf(char * p, int length, double width, double area)

Pipeline = CreatePipeline(*
Pipeline. AddDIIName(“printf.dll”’);
Pipeline.AddFunctionName(“printf_stub”);
Pipeline. AddString(p );
Pipeline.AddIntParameter(length );
Pipeline. AddDoubleParameter(width);
Pipeline. AddDoubleParameter(area );

Pipeline.Call( );

Pipeline. WaitForResult( );
bool ret = Pipeline.FetchBoolValue( );

Pipeline.Close( );
Return ret;

”),
9

I PR BE PR

= ii./proxy/prinf.dll H




‘ MR printf stub.c

include <stdio.h>
bool printf stub(char * parameterpackage) {
char *p;
int length,;
double width;
double area;
p = AbstractString[parameterpackage);

length = AbstractInt(parameterpackage) ;
width = AbstractDouble(parameterpackage) ;
area = AbstractDouble(parameterpackage) ;
bool ret = printf(p, length,width,area);

return ret;

j 9% PEEE B A2 B /stub/prinf.dll

FLSEH BRI
bool printf (char * p, int1, double j, double k) {...... }



‘ AR %575 TP iHFE(Damon)BYSCEY

void ServiceThread( ) {
unsigned char szDIIName[128], szFunName[ 128], pBuffer[4096]
Bool (*pfn)( unsigned char *) = 0;
Pipeline = CreatePipeline(“‘port”);
while (1) {
Pipeline.WaitForPortRequest( );
Pipeline.FetchDIlIName(szDIlIName);
Pipeline. FetchFunctionName(szFunName);
Pipeline. FetchParameters(pBuffer);
HINSTANCE h = LoadLibrary(szDIIName);
if (h) *(FARPROC* )&pfn = GetProcAddress(h, szFunName);
If (pfn) 1int result = pfn(pBuffer);

Pipeline. AddIntValue(result );

TriggerEvent(hReturnEvent);
} //while

} T PEEEEE B /server.exe




@ BRI

client.c

include <math.h>
include <stdio.h>
include “printf.h”

main( ) {

int 1=12;

double j =3.6;
printf(*‘Area(%d,%13.2)=%13.2”, 1, j, 1%);
return;

)

%% Fiprintf.dll $3Z 4 gclient.exe




@ HE-RE-EEFNERE

iCclient.exe P LB 2 193847 B 5% -
fi2./original/printf.dll C:\app\

client.exe printf.dll



@ HE_FEEEFHERE

. client.exe 5 DL 2| P ALZR 21T H 3R :
fi./proxy/printf.dll C:\app\

flserver.exe 5 DL B ik 5525 Wit H 3R :
&./stub/printf.dll C:\app\

% p1iti B 55 2R

client.exe

printf.dll

printf.dll




@ P

« IBEHMHARARER: REFEEE: Module 1
HLBH? |
BB B A A8 3E? Module 2 >
BEES (W) BAEmE? —
B2 BB E BAEWEE ? Module 3
B E G FIBAERE ? —
AT RPITXABE? Module 4

int k = mvl+ 66; [p==y MOV EAX, ptr [4096]

void mf2( ) : ADD EAX, 66;

CALL 8192;

memory space




‘ T+ E = A (cont.)

- JHEAL: CPU plus NFF;
- f&R: Code plus data;

o REEPATER:
— /AWK : B — 1N MHARIRHES, MBS
« FHEAREBEFHEENTEP, BNIEEALMHB:
— WAFHL;
— B/MFE R IC A
~ WMSHEME, B B SO 2 A X
— iR K E FR—R, W HREFEEE A
A5 1 5
« FiF(Register) )t — M5 NEML, BA W SN E 704
~, R —1MEE , HAFRIRFTES. .




@ FiE: mERBBHIERTHITHE

BRI, B B AL A ABEEL ,  FEIa AT B AR 2 9 A7 ) O 3 Bk 3
173
Void mf2( int k);

Global variable mvl;

int K= mvl+ 66;
mi2(k) ;

Module Module Module
1 2 3
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@ B ABSHIRALFEFE—
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‘ RN HEX S UEFNEE St

o FAXY AL T R —BIRNE RIS, AR IZEPTEN#F

ail: o))/ =R DA R =AU

Body
MOV EAX, ptr [04008192]
ADD EAX, 66; //mv1l
CALL 04008164; //mf2
Body
MOV EAX, ptr [ R-172 |
ADD EAX, 66 //mvl
ICALL ptr [R -188] //mft2

ZaNFHbIE . A7 L

FH XS HB AL -
FHXZ 2% 48 A Y
N A7 ik

How to calculate the absolute address? TP-+FHX} Hb ik



‘ & sg: MERIMERS| A 19)RE

© XNTEBBGURMEIH, BT RN JoIEME 5| H B
RAEN A INERALE, PIFERERER Tk B e Tk, R
RE—25 3 o3 2R P AT B I3 o SR AR

*  When the program is loaded to execute, the loader must

determine the references across module boundary ;

- AR SHIE



‘ Indirect addressing: solve external
references determination

- Start address = xxxx;
Exported section:
code ‘ code Function:
f1, R 1024;
module Data:
vl: R 2048;
Imported section:
MOV EAX, ptr [xxxx] module 1:
ADD EAX, 66; //mv1l Function:
CALL xxxx; //mf2 mfl, xxxx;
- Data:
mvl: xxxx;
MOV EAX, ptr [ptr [R-172] ]
ADD EAX, 66 //mvl
|CALL ptr [R-188] //mif2




‘ The importance of the head

* A external object might be referenced many times in a module.
 If without head, code should be modified, and multiple places

need to change in code for a external reference.

—
\_




‘MyApp.exe

Head section

Code sectiof

I
1
)
)
1
|
|
|
1
}
\
1
1

\

-

Read-only

FunSet.dll:
Sqrt  XXXX
Sin  XXXX

CALL R-188

CALL PTR [R-2024]

Sqrt HR 4096
Sin HR 1024
Cos HR 8192

‘

— 00400000
export Address table

Import Address table

>

— 00800000
1 rt Address table

export Address table




‘MyApp.exe

Head section

Code sectiof

I
1
)
)
1
|
|
|
1
}
\
1
1

\

-

Read-only

FunSet.dll:
Sqrt 00844096
Sin 00841024

CALL R-188

CALL PTR [R-2024]

Sqrt HR 4096
Sin HR 1024
Cos HR 8192

‘

— 00400000
export Address table

Import Address table

>

— 00800000
1 rt Address table

export Address table




— 00300000

‘FunSet.dll

Sqrt HR 4096
Sin HR 1024
Cos HR 8192

— 00600000
MyApp.exe

FunSet.dll:
Sqrt 00844096
Sin 00841024

CALL R-188

CALL PTR [R-2024]




‘ A computer runs multiple programs

Vendorside
N ssvraroea| L [
| math.h file ) [math-DLL (0bi) sell
i source .cpp file | “ H Clients ‘
T math.h | |
S
Static link
Client side app.exe
(
h file math
Math.dll (obj) < =) user
h file (app) dynamic link
.cpp file (app) H t app.cxe

math.DLL




‘ A computer runs multiple programs

appl.exe appl.exe “
math math.DLL |
app2.exe app2.exe “ .
app2.exe
math math.DLL |

Case 1 Case 2: multiple copies ~ Case 3: desired



‘ E TR LS T EFNHLRIT

register

— Interrupt Descriptor Table:

1 |10240
2 120280

3 140960

| clock |

Interrupt handler:

I,
P fora a If current program = ‘a’ then

save the value of IP to IP_ Var[1];
SET IP, IP_Var[2];
Else
b save the value of IP to IP_ Var[2];
SET IP, IP_Var[1];

IP fora—




‘ SREFH L EITHEEL: 3

App2.exe

YNR] R R 52

© IR PRSI REIEIT , EAOE BRI 2 N A7/ [ — 2 48

PLEE
Syl

#B PLOh L

2T FHAS [ B0 38 T S 3 458 FH B 47

BN H SRy i ik ;

P R T B



MRRFR:

BT

App2.exe

App3.exe

App2.exe

XMBRRTTIEAA R %A
THEST;

App3.exe 1s conflicted
with app2.exe;

App3.exe 1s conflicted
with appl.exe;



‘ BRFE2: BEUATE

/ |
1|1 / 2 P4 [ ]
7| 2 / 3 251 2
3| 3 N 26| 3
4 27 [ 4
24
5 5
] 25
6 6
26
7 — 7
8 ” 8
WLt 3 29 WLt 3
8192

EHAG YEAGEH BN



B)7R 2: HERREAGFFER

App2.exg App2.exg
M1 M2 M1 M1 M2 M2
. .' M2 > |
linking linking
B M2 %M1

"===:::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::11




‘ 8155 2 BRI TS 5% A% St

® f TR — AR B S, XN FHLE IR B RO AL N

AR — LR, BN A AL AR AT TR 5

® P TR A FE R B B ) [

& RR, REFAE;

MOV EAX, ptr [04008192] 26507 HiL ik
ADD EAX, 66; //mvl
CALL 04008164; //mf2

- =
MOV EAX, ptr [ R -172 ] FEXT Hi
ADD EAX, 66 //mv1
ICALL ptr [R -188] //mf2

anfeT ARSIk, FESR H A% ik ?



MFLEMIR, XS
AEREFE—RRS GRERE)

HHERE T HACRDER4

head

1

3

SRR head & 43 7 N 1

@:

1

2

TARBR—4, 1

P

3

24

code

data i 4

S

24

25

26

24

1

2

3

4
B

6

27

WS &

28

25 |17

;

29

L

Process 1

8192

WE N R

EN

WS &

N

Process 2



‘ Head section B EZE14

AT, X

L1 S B — AR R, A REAE AL

RESIHZ K. MBRBABEGEL, WAFEMER, ZESEAR
B80T RS AT R 51 2 AR T BB vk, wik24

i) L :

RN EPHE
N7 F 24

® JnE}, EX A AR T R, /’ ﬁ\\
FHHEATIEL, SRR

® B A = FERMLER T AR E, j

LA, W,




@ =51 R T SNBSS S| AR LIE)E

- Start address = xxxx;
Exported section:
code ‘ code Function:
f1, R 1024;
module Data:
vl: R 2048;
Imported section:
MOV EAX, ptr [xxxx] module 1:
ADD EAX, 66; //mv1l Function:
CALL xxxx; //mf2 mfl, xxxx;
- Data:
mvl: xxxx;
MOV EAX, ptr [ptr [R-172] ]
ADD EAX, 66 //mvl
|CALL ptr [R-188] //mif2




@ 12a]

® X FHETT B SCFF, — AL IHA SCFAN FHIE,
GUARTSRAE FH B A 5 2 AR ?

o i MHIH ST SR, AURBA IR T, 3
SRR — M, TR, 4
FIRARAT, 04 R M I ARG B

X A 24 Dephili 2 B R A8 4 i ]
® —LLLEPUERIHAEFFHFR AL, A AL BE?
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@ SRF IR AT

R LR TR SR S ML, RISk AR 7
BLRA B 5. BN SR T — B2 4L

RN RIEFAL : R B R A BN F ) S
ITBSRANE, SERBRPERATHIT, BB THRAT;

) B SRS I Z AT 5
fi i AT -
AR L, 2 TBAER, ZHERRNAT

FERT) b, B, BRI A kA B ot Bk
VPN AE AL 5

1

2



@3/ eI/ ENRE S E X R

AUE AL PGS, BOE R AAREEE (HH) AN T
ik, AAESEE, BRI RALELES
Uik BERE I TR SRR,  PIBEE INHE— AN R P Y
P AL A B — AT AT . BRI B R 1X AT P TR B
FENAFRY N, X5, XS (s (f,

else) ) #PHAEIL N FLXNfHIHE . XFHFE)

BRME. AT ) .

R BBEURTHo

[u]}

XA SRR R RGMRARL, PIyIXH
N R B —, THREH &

SR PR — M

] 7€ ;
WAL BEgE |, K

P Ia SRR, P47

A AL B P s T
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CREBRAIIIE b, FARERAETS, TR DT,
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T SR A) 8

SRFIHEPITIIG, BTIRHNEZTFE
S EFIE—ER:

R RS MBERH 5B

RS, ARSI,
SINRIFBER : e, HE, %iE;

: FEER] R ;
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@ mEA, BYEEFAM, stack  Thread

NI T AN R RSN, BMeafed o
PATHE, ERFPERMEHEL; SR IHFEMMT AR

RS SRR T BRI SR L, Rl SR R T
FEEERR] Y 5| FH 1A] o

SR NSRERSY RN IS Bt W CTEE S i wasi-dli i RE R L VA ) et

I_

{HER RN T EINER o WBELE, PUITHARES, BE

%Wilﬁia

BTG T LM, 18 TR, MNEER
FIH2;




@mE ), m3os AR,

stack ,Thread

IXEWERAEIA, AR R AT AL R BSR4 A,
LB TS, KRR, BOREER (r%, BEEFrER

H) o, FEAEZEER. WY R B W REA B RER R

BT, Wi, AEZEMES (B3R ™= M7= fh)
MG, A DASES — AR, XA SR A A K 5
MR ) RS, MR R B .

BATHIE, BEHNE, REAELMHE, HEFNE. R
R THMFRIMBAR, BLAANNEAITF EED T, IEWMEAMAAN

ARASE FH HRL / FAL— A

S — BB, MBEDRRE, BT, EWERRTR:

BN B3R E. B gch 7R S

E%ﬁ ’ EI] 'f_‘ﬁ J%\ HT‘I"{—E ©



@ RBBEGHREEERR

W TR A
® [N AT BRG] 3% 5
® gt Ab BEAIFE 5
® ZLFER) EF
A I X 26 TN 25 Nz A - Zf Cache N 795

o) [ 73

VEIREAT I N EdE, Wi CachefE, T
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@ mEA, BYEEFAM, stack  Thread

Share module improves memory efficiency, thread
and stack further improve it;

_:l Wﬁ*ﬁtj ﬂ@&ﬂiwﬂw
o QA BREL MIRREAT A
o HIn: REbER, 2FRER, BERE, newiE;

N\l




@ BTN - R

process / 1L —1 E;g (Register):
EIP
thread EBP
EIP ESP
Stack ~ -—EBP |
Heap AG RN A7 7 1]
Visual memory
module \ J New
i
— COde\ \ _—
HF N
_ g3
data B[P =
ﬁ\ 2R
A B




‘ode re-entry, function recursive calling,
stack ,Thread

* 1nt g myGlobalVariable;

 1nt main( int argc, char *argv[ ]) {
» char szBuf [128];

* char *psz = "Hello";

* unsigned long p=2;

. ~myGlobalVariable = 0x12345678;
* //Procedure invocation :
*  MyFunction(p);

*



o B A

* 1nt g myGlobalVariable;

 1nt main( int argc, char *argv[ ]) {
*  char szBuf [128];

* char *psz = "Hello";

* unsigned long p=2;

. ~myGlobalVariable = 0x12345678;
* //Procedure invocation :
* MyFunction(p);

*



‘ PR 23T FH Y S B

int main( int argc, char *argv[] ) {

 401000: PUSH  EBP

* 401001: MOV EBP, ESP

* 401003: SUB ESP, 00000088

* 401009: PUSH  EDI

* 40100A: MOV DWORD PTR [EBP-00000084], 00406030
 401014: MOV DWORD PTR [EBP- 00000088], 00000002
 401036: MOV DWORD PTR [004088E8], 12345678
- 4010E1: MOV EAX, DWORD PTR [EBP - 00000088]
 4010F9: CALL DWORD PTR [0x00405030]

- 4010FE: ADD  ESP,4 /ERfE#ESH

)

We can see that no static space appears for local variable.

£ JRIAZ B I B v 7E 6 L 7



‘ PR 23T FH Y S B

int MyFunction (int anArgument) {
int aVariable;
aVariable = anArgument;
return aVariable;

;

Assmebly:

PUSH EBP; [ JRF I 3 B stack framef i
MOV EBP, ESP ; //& v AKpZEHstack frameli
SUB ESP, 4 ; [/ /5Bl R AR A5 )

MOV EAX, [EBP+8]; //Hiif&i%ES%
MOV [EBP-4|, EAX ; //% A&
MOV EAX,[EBP-4] ; / / 5k [Al{H

MOV ESP, EBP ; /| B s i stack frame
POP EBP ; [ [Pk E i & Hstack frame)i§
RET ; / /3 popik [H] Hi ik Z EIP;

Registerff FiiERIEH®



@

Stack%i M — RS

Stack frame(#% i)

-

frame <

: «— ESP
aVariable )
EBP EBP
Ret address
2

EBP-88

EBP-84

EBP-80

—— ESP

“— EBP




‘ note

*  We can see very high use frequency of registers;

* Benefits from stack:
— Code re-entry;
— function recursive calling;
— Multiple threads;

— Efficient memory utilization;



@

[R]—BEFE N B ELBRAE

!ﬁ%

PTOCESS
AR SR
code2 :
5y B AR A a)
Lhread ") smmmies
Eng ter 2) AREERZE IRl EHL?
ERP stack
ESP SEAL R
SHALHE,;
codel ZHMT ;




o PR EI I RLVE

A calling convention 1s a contract between the caller and the

callee.

1) Arguments transfer agreement: argument length, order;
2) Where are the return values placed, and their length;

3) Who 1s responsible for cleaning up the stack;

4) procedure naming specification;

5) Saving and restoring the registers, 1f they are used in the
procedure;



o PRSI LTS

Keyword | Stack Cleanup Parameter passing
__cdecl Caller Pushes parameters on the stack in
reverse order
__stdcall Callee Pushes parameters on the stack in
reverse order
__fastcall Callee Stores parameters 1n registers,
then pushed on stack
thiscall Callee Pushed on stack; this pointer
stored in ECX

Other Calling Conventions: _ pascal, fortran, and  syscall



‘ ~cdecl

It 1s the default calling convention for C and C++ programs, and
support vararg procedures.

For implementer (provider), there are two things:

int _ declspec(dllexport) cdecl MyFunc( char c, short s, int 1,
double f') {....... }

Offer 3 files to clients (.h file,.lib file,.dll file);
In .h file:

int  declspec( ) __cdecl MyFunc( char c, short s, int 1,
double 1);

For a client, just first include the .h file, then call 1t in the program:
MyFunc ('x', 12, 8192, 2.7183);



‘ __cdecl

«—— ESP
*Pushes parameters on the EBP
stack 1n reverse order; et Adkiees
*Return value 1s in EAX 7 7183
register;
8192
*The caller cleans up the >
stack;
X
*The C decorated function
name is © MyFunc.”
«— EBP

Stack frame

ECX and EDX are not used



‘ ~stdcall

*For Win32 API functions ERP ' ESP
«##fdefine WINAPI  stdcall Return Address
*Pushes parameters on the 7 7183
stack 1n reverse order;
8192
*Return value 1s in EAX 19
register or EDX:EAX; N
*The callee cleans up the
stack;
*The C decorated function Stack frame EBP

name is © MyFunc@?20.”
- ECX and EDX are not used



‘ thiscall

» It 1s used by C++ member functions that do not use
variable arguments.

» The callee cleans up the stack;
> this is the first argument, stored in ECX;;

» Function name is decorated by the C++ compiler in an
extraordinarily complicated mechanism that encodes the
types of each of the parameters, among other things. This
1s necessary because C++ permits function overloading,
ensuring the various overloads have distinct names.



‘ executable file format

DOS Header |e_magic =MZ”
e [fanew —

——

PE Header |ImageBase

Is a executable

Is a DLL
AddressOfEntryPoint

Export Directory -~
import Directory —

Reloc Directory —
other _7




‘ Export Address table

Exported Name Table Exported Address Table
N GetMessage 42
“User32.DLL” LoadIcon 1084
‘ TranslateMessage 520
Name | IsWindows 4096

NumberofFunctions 4

NumberofNames =4
AddressOfName
AddressOfFunctionrs
AddressOfNameOrdinals




‘ import Address table

MyApp.exe

Imported Address Table

GetMessage

Loadlcon

TranslateMessage

IsWindows

Hint Name

OriginalfirstThunk

timeDateStamp

ForwarderChain

ImportedDLLName

— “User32.DLL”

FirstThunk

Is overwritten
by Loader




‘ Loader- execute a program

MyApp.exe Module

Import Address table

— -

X
FunSet.dll Module |

export Address table

Process

CALL DWORD PTR

—

Foo

00400000
Foo sqrt CoS sin
00800000
| Foo sqrt CoS sin
8196 | 10240 | 4096 |2048




. 401000: PUSH EBP s
‘401001: MOV  EBP, ESP Ei{@{ﬁEﬁ
401003: SUB  ESP, 00000088
401009: PUSH __ EDI _—
40100A: MOV DWORD PTR [EBP- 00000084], 80406030
401014: MOV DWORD PTR [EBP-.00000088], 00000002
401036: MOV DWORD PTR [(04088ES], 12345678
4010E1: MOV EAX, DWORD PTRIEBP=00000088]; PUSH EAX
4010F9: CALL DWORD PTR [0x60405030
4010FE: ADD ESP, 4
401000: PUSH EBP e ) = AT AR ?
401001: MOV  EBP, ESP
401003: SUB  ESP, 00000088
401009: PUSH  EDI
40100A: MOV DWORD PTR [EBP- 00000084],
401014: MOV DWORD PTR [EBP-00000088], 00000002
401036: MOV DWORD PTR [2345678
PUSH EDX
MOV ECX, EDX
4010E1: MOV EAX, DWORD PTR [EBP - 00000088]; PUSH EAX
MOV EDX, DWORD PTR [ECX + 4096]
4010F9: CALL DWORD PTR
4010FE: ADD ESP, 4

POP EDX



‘ Fl— 2R Z B ERME

WA BERI A — AR T R U T HLARAE
BRI BEAH; BRAERAEHR): RE0H A
WA h

HERAERR2ARE: 1) S80EE; 2) RBEMEEEENL;

1
2

- W

5

) BEERE: B, KE, T | @42

) IBEME: g, FIKEE; R S il (callee);
) WG TS B AL IS4 S\ HHER (caller);
) BRELAR 44 S : Compiling;

) ARG SRE; Linking;

SRR IS . stack, register

Loading;




L ] HiR{ERL

Vendor:
TE AR S5 75 13k 34 (support.h) -
int _ declspec(dllexport) cdecl MyFunc( char *p, double {);

6ER

Client:
PEHELE 2 1)k S0 (support.h) 3 ;
int __ declspec(dllimport)  edecl MyFunc( char *p, double 1);



‘ Static linking

In the static linking, the imported code and data will be copied

into the executable as part of the overall client application from the

DLLs. So after linking, the executable is no longer dependent on the
DLLs.

Pitfalls:

1) the executable has much larger file size.

2) once the library updates, client application must be

compiled and linked. the modularity of components is lost.



@ F—HBmtEZ AN ESER

1) BEHAFHR (Stub F proxy);
2) 2L ] 1 [F) 2B AL
3) G 26T

4) RECH A ELEZE, 1 H N R R
5 8(DLL%, KA ;

5) EAH IR EHEZ (pipeline) (IPC) , X
11k 24 )7 414t (Serialization) ;

6) ARk LikR2)  4) . 5) IMFEZ) (Contract) ;




‘ ZRPFESNKIE (proxy)

int  MyFunc proxy( char c, int 1, double f) {

Pipeline = ExecutableEnvirnment. GetPipeline(“‘interoperation’);
Pipeline. AddDIIName(“MyModule”);
Pipeline.AddFunctionName(“MyFunc_stub”);
Pipeline.AddCharParameter(c );

Pipeline. AddIntParameter(1 );

Pipeline. AddDoubleParameter(f ); {11)5{?; .
TriggerEvent(hCallEvent);
WaitforSingleObject(hReturnEvent); 2) SR
int ret = Pipeline.FetchIntValue( ); MEFE Ma] B4 ) 25
Pipeline.Close( );

Return ret;

J Pipeline HiZ /T H e fit




‘ RFFERFFR (stub)

int myFunc stub (unsign char *pParameters ) {
char c;
nt 1;
double f;
¢ = AbstractChar[pParameter,0,0);
1 = AbstractInt(pParameter,1,4) ;
f = AbstractDouble(pParameter,5, 13) ;
int ret = MyFunc(c, i, ) ;
Return ret; YEH :

h 1) A3
2) 2EHIEHT ;




‘ AR %575 TP iHFE(Damon)BYSCEY

void ServiceThread( ) {
unsigned char szDIIName[128], szFunName[ 128], pBuffer[4096]
Bool (*pfn)( unsigned char *) = 0;
Pipeline = CreatePipeline(“interoperation”);
while (1) {
WaitforSingleObject(hCallEvent);
Pipeline.FetchDIlIName(szDIlIName);
Pipeline. FetchFunctionName(szFunName);
Pipeline. FetchParameters(pBuffer);
HINSTANCE h = LoadLibrary(szDIIName);
if (h) *(FARPROC* )&pfn = GetProcAddress(h, szFunName);
If (pfn) int result = pfn(pBuffer);
Pipeline. AddIntValue(result );

TriggerEvent(hReturnEvent);
} //while

b



‘ Function Virtualization

4 situations: same module, same process, same machine;
different machine;

int main( int argc, char *argv[ ] )

{ The caller

char szBuf [128]; The caller
char *psz = "Hello"; module module
unsigned long p=2;
g myGlobalVariable = 0x12; Machine 1
//Procedure invocation : The callee
}MyFunction( P); module

The callee

int MyFunction (int anArg) { process module
int aVariable;

aVariable = anArg;
return aVariable;

machine Machine 2

i
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How to implement?

Please you answer.



@ TEANBZENERE

MR Z R E#fE—H; R A Pipelinefy
SR Rl N AF, T2 M 48 socket;
HrP A G In)

1) Identifier: IP +Port + DLL+ Procedure;

2) Data encoding (Data Representation); NDR

3)Network Transportation Protocol;



‘ DCE RPC

Compontents:
v MIDL compiler;
v Run-time libraries and header files;
v Name service provider (or the Locator);

v" Endpoint mapper (or the port mapper);

*Transportation protocol: TCP/IP ,UDP/IP , named pipes
transport, LPC , HTTP ( IIS);

*Data encoding: NDR.



‘ B/ —ERENES

> % PR SE J5 Z e g — 3R . h(Sk) SO SRIE G
A E R R B, B Ay, AT, IR
e ST

AR Z AP ERE, @R TR EFRMZ
FEIREERe 58 5

> BRI 5 M TR
HIT % T HH 31585

WORBIMIH, BN TAE

p=i




@ {El

> W _E#EDCE RPC#E R, 2R )G Fvisual CHH& T 4 FE 5L
A RIS 0] i B3R, R T AR A
B I—MMET S SR E, — - damonF iR (exeX
ft, —4DLL) ;
> EEX— AR
Int MyFunc(int pl, char *p2);
> 5 i 'BERproxy and stubfifg;
FH AP RIS, BRI R
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MyApp.exe Module

Import Address table

— -

X
FunSet.dll Module |

export Address table

Process

CALL DWORD PTR

—

Foo

00400000
Foo sqrt CoS sin
00800000
| Foo sqrt CoS sin
8196 | 10240 | 4096 |2048




*int main( int argc, char *argv|| ) 1

°*401000: PUSH EBP

°*401001: MOV EBP, ESP

°*401003: SUB ESP, 00000088

°*401009: PUSH EDI

°*40100A: MOV DWORD PTR [EBP- 00000084], 00406030
°*401014: MOV DWORD PTR [EBP- 00000088], 00000002
*401036: MOV DWORD PTR [004088ES8], 12345678

°*4010E1: MOV EAX, DWORD PTR [EBP - 00000088]

°*4010F9: CALL DWORD PTR [0x00405030]

*4010FE: ADD ESP,4 }

AN ABERART BERERECE T — MR P il , A A A FE S
AR BEAE MR

> BESRAFAE M b ph )i, AT AR B SL AR A A HECALL
DWORD PTR [0x00405030] E#Zd ) CALL 8081967

% B SRR, SmEstikhkr, CALL 80819677 REEHK
%41, MDWORD PTR [0x00405030]75 % R Z 2 0h— 41T 5



*int main( int argc, char *argv|] ) {

*401000: PUSH EBP

°401001: MOV EBP, ESP

*401003: SUB ESP, 00000088

°401009: PUSH EDI

*40100A: MOV DWORD PTR [EBP- 00000084], 00406030
°*401014: MOV DWORD PTR [EBP- 00000088], 00000002
*401036: MOV DWORD PTR [004088ES8], 12345678
*4010E1: MOV EAX, DWORD PTR [EBP - 00000088]
°*4010F9: CALL DWORD PTR [0x00405030]

*4010FE: ADD ESP,4 }

> SEIARRS AL TC R (code independent on position), FFE AN S ; X
MEEEE, HHEEANE. RN TS, WG Tavalf) 8k & A
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Introduction to Java and .Net technology;



‘ Java virtual machine

subsystems;

memory areas;

data types;

instruction set: bytecode ;

Class .
files

® The abstract specification;
® A concrete implementation;
® A runtime instance

H C > java Echo Greetings, Planet

Method
Share memory
area
Heap
1
Stack
CPU
PC .
registers private memory

Memory

Where is the class files?



‘ The starting point for a Java
application

class Echo {
public void main(String[] args) {
int len = args.length;
for (int1=0; 1 <len; ++1) {
System.out.print(args[1] +" ");
h
System.out.println();
h
h

“ C > java Echo Greetings, Planet
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Java Data Types

Primitive
Types

Reference

Types

Floating-Foimnt
Types

| Numerie
Types

float

double

dala

e

byte
short

it
long

char




‘ Java class file format

Protocol:
Java binary files".class"':

conform to the Java class file format.



‘ Class information

Name;
It’s direct superclass
Type: a class or an interface

The type's modifiers : such as public, abstract, final;

An ordered list of the direct superinterfaces;

Field information;
Method information;

All class (static) declared variables ;

A reference to class ClassLoader;




‘ Field Information

® name;
® type;

® modifiers , such as public, private,

protected, static, final, volatile, transient;



‘ Method Information

® name;
® Signature:
® return type (or void);
® The number, types, order of the method's parameters ;

® The method's modifiers , such as public, private, protected,

static, final, synchronized, native, abstract;
® The method's bytecodes;

® The sizes of the operand stack and local variables sections of the

method's stack frame;

® An exception table;



‘ Hierarchical organization structure

Bootstrap Class loader
Clags loe}der 1
Class Class
2

]
Object Object
1 2




‘ Loader

*  Loading: finding and importing the binary data for a type

Linking:
— Verification: ensuring the correctness of the imported type

— Preparation: allocating memory for class variables and

initializing the memory to default values

— Resolution: transforming symbolic references from the

type into direct references.

- Initialization: invoking Java code that initializes class variables

to their proper starting values.



Java stack frame

no registers :
N0 d Stack iload 0
perand dStac iload 1
> [add
1store 2
<
4 Frame data

\ pool resolution;
3 normal method return;
exception dispatch

. Local varible

frame > 2

. Parameter

Stack  array of words J )
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class Example3a  {

int cp;
public static int runClassMethod(int 1, long I,
float f, double d, Object o, byte b) {

return O;
h
public int runlnstanceMethod(char ¢, double d,
short s, boolean b) {

return O;

MBI A W s A

int

reference

double

float

long

int

int

int

double

int

reference




‘ a sequence of instructions

* opcode followed by zero or more operands

class Act { 0 1const O /103
public static void doMathForever() { ||1 1store O // 3b
int1=0; 2 1incO, 1 // 84 00 01
for (;;) { 5 1iload 0 // 1a
1+=1; 6 1iconst 2 /105
1*=2; 7 1mul /] 68
} 8 1store 0 // 3b
} 9 goto 2 // a7 ff 19
;




‘ Benefits from JVM and .NET

S EE R, TR, AR R BOR AR B ;
AL WAL

® 1) EAT;

® 2) FIFEEA A

R ERE: WO TR 15 THE; fliKLinline, 85X T7SH1EH
IARAS, ZHASRREPI AL BN G033 s 91 4n 1l 42 ) eR B30 A8 B T B 1)
PRECGAH ;

AR R PR EAS A R], register, memory; a5 IR AR A H ] 5
T Vi IR B8 MOZ R R IR B s . R TR

PLEs AR, Glana et tIBEEAME, B %5 FaS R REIR T 8 H & 77
#r; VMBEW L IHLER ROAFAE, R FALESHF AL 5

ESBHATRIPCEAFFE , KT RPCRPAT RS R 1% 20— 28 LRt ;



‘ DLL Hell

»Since installing components for a new application
can overwrite components of an old application, the
old app can exhibit strange behavior or stop

functioning altogether.



‘ Microsoft trace

Web service WSDL (XML) + UDDI
.NET library MSCorEE.dll  Metadata + reflection
COM library OLE32.DLL Type library: IDL
MFC library Mfc** dll O
C runtime library | .o & Tight couple
OS API kernel32.DLL |




‘ NET executable
Process;
Assembly 1| | - MSCorEE.dIl;
File 1 : :
— - Assembly :security, version and
File 2 reference management unit;
- file;
the context of an assembly
Assembly 2 Assembly:
»1ncremental and on-demand download;
»a unit of versioning and deployment;
»the global assembly cache;
process

»the transient assembly cache;




‘ Execution mode of IL code

>
> H = compiler ) RIBFR T4, BEASZFM MY RIR 2R
SR NEF=AE; BEAT DAL IERERELEET;
> NP KT L, BRI AE/\IT, S
A GEARREBH NAAE, o, BRESITHEWITE
LOCHE 5

Nl |

J”]ﬁl

»Compile each MSIL instruction with its native code

counterpart;
» interpreted code;

»Performance is a problem in such a pattern;



‘ NET executable

The primary purpose of a NET executable 1s to get the .NET-
specific information such as metadata and intermediate
language (IL) into memory.

Its entry point 1s usually a tiny stub of code. That stub just
jumps to an exported function in MSCORLIB.DLL

(_CorExeMain or CorDIlIMain). From there, MSCOREE
takes charge, and starts using the metadata and IL from the

executable file.

NET information is defined in CorHDR.H and WINNT.H.



‘ Sections of a assembly file

MyApp.exe MyApp.exe MyApp.resource

IL code

IL code
Resource

Component Ltz

metadata Component

Manifest metadata
information

signature

the global assembly cache;

the transient assembly cache;




‘ Assembly identity

A textual simple name: the file name hold the
assembly manifest;

A compatibility version number :
incompat.compat.hotfix;

A cultural locale ;

A cryptographic public-key ;




‘ Assembly manifest info

assembly's identity:
name:myapp; version:1.0.0; locale:English;
Public-key:xxx;
Files that make up the assembly:
Myapp.dll hash value;
My app.resource hash value;
Assembly exports:

Assembly import (the assemblies that the assembly depends on)
name: mscorlib; version:1.0.0; locale:English;
Public-key:xxx;

name: system.net; version:1.0.3; locale:English;
Public-key:xxx;




CSharp

~ \Y
/7
\\
~ / »
\\z .~

MSIL metadata

Common language

»standard set of types;
»self-describing type information
»common execution environment;

Mapping

- reflection

55 FHE

case-sensitivity;
unsigned integers;
operator overloading;
unions;

BRI ER FH T 2 B Hoa] A7

Multiple inheritance;




‘ NET virtual machine

The common language runtime use metadata to:
v'locate and load class types in the file;

v'lay out object instances in memory;

v'resolve method invocations and field references;
vtranslate MSIL to native code;

»STACK;

» OPERATION:

»NEWOBJ;

»CALL;

»Hardware Abstraction layer: Ze/thiX% 4%,

|«

AT R, 2 AR



‘ Just-in-time compiling

» should file be as the basic compile unit?
» convert all of the file's MSIL code to CPU
instructions at load time?
» very rarely does a user cause an application to
execute all of its code.
» functions are the basic compile unit?

»Non-branch IL code block are the basic compile unit?
>

»Prelit.exe ,when you turn it on, it compile an entire
assembly to native code and save the result on disk.



‘ Just-in-time compiling (cont.)

»When a class type is loaded, it connects stub code to each
method. When a method 1s called, the stub code directs program
execution to the component of the common language runtime
engine that 1s responsible for compiling the method's MSIL into

native code.

» Once the JIT compiler has compiled the MSIL, the method's
stub 1s replaced with the address of the compiled code. Whenever
this method 1s called in the future, the native code will just

execute and the JIT compiler will not have to be involved in the

process.



‘ The base framework assembly

Hundreds of classes in the base
library, the library is divided into
namespaces that group related
classes together.

System namespace:

exception handling;

garbage collection;

console 1/0

Types conversion;

data formatting;

random number generation;
various math functions;

Namespace

System

System.Collections
System.Data
System.Globalization
System.IO

System.Net
System.Reflection
System.Runtime.Remoting
System.Security
System.Web.UIL. WebControls

System. WinForms



‘ The base framework assembly

System.Object type:

« allows two objects to be compared for equality,

* uniquely 1dentify an object via a hash code,

* query the object's true class type;

« perform a shallow (bitwise) copy of the object;

* obtain a string representation of the object's current
state;




‘ Backward integration

»managed code calling unmanaged DLL functions;

»managed code instantiating and calling interface
methods of COM servers:

»unmanaged code instantiating and calling methods on
NET servers;




‘ NET calling functions

the name of the function; (such as MessageBoxA)

the name of DLL file containing the function (such as
User32.d1l);

How to marshal the function's parameters;




‘ NET calling COM

Use TlbImp.exe utility parses a COM type library and
produces a wrapper (a managed DLL) whose metadata
describes the methods that wrap the COM server's
interface methods;

This wrapper acts as a proxy between the managed and
unmanaged code, handling all administrative tasks such as
marshaling, AddRef, Release, and so on.




‘ COM calling .NET

the common language runtime generates a COM-
callable wrapper as a proxy, handling all administrative
tasks such as marshaling, AddRef, Release, and so on.

The register assembly utility (RegAsm.exe), generates
a GUID for the .NET server and updates the registry;

Use TlbExp.exe utility to generate a type library;




‘ NET Type Safety

Type-safe programs reference only memory that has been
allocated for their use and access objects only through their exposed
interfaces.

combining strong typing in the metadata (parameters, members
and array elements, return values of methods, and static values) with
strong typing in the MSIL (local variables and stack slots).

Evidence can include information such as which Internet zone
and site the code originated from, its shared name, and its publisher's
identity.

When a method demands access, the common language runtime
walks up the call stack and checks to see 1f all assemblies 1n the call
chain have the required permission.



