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Abstract: The statistical distribution of discrete cosine transform (DCT) coefficients is

important for video watermarking since they are the main carriers for watermark embedding.

For the statistical distribution of intra-coded DCT coefficients in the H.264/AVC video stream,

non-parametric hypothesis test is utilised to verify that Cauchy distribution is better than

generalised Gaussian distribution (GGD). Moreover, ternary hypothesis test is introduced into

the detection of bipolar additive watermarks. By adjusting the watermark strength parameter,

the detector performance can be guaranteed. Experimental results show that for those bipolar

additive watermarks in the H.264/AVC stream, the proposed approach can achieve a detection

accuracy of more than 80% on average.
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1 INTRODUCTION

In the past decade, digital watermarking has attracted

a great deal of interest for the copyright protection of

digital media. Compared with image watermarking,

digital video watermarking differs greatly because of

some other strict requirements.1 First, the watermark

embedding, detection and/or extraction should be

simple, and try to achieve real-time performance.

Second, the watermarked video should be compatible

with video coding standard. Third, the watermark

detection should be blind. The latest video standard

H.264/AVC adopts several new coding features such

as variable block size motion estimation/compensa-

tion, multiple prediction modes for intra-frame

coding and context-adaptive entropy coding. This

leads to higher compression efficiency and new

challenges for data hiding because of less redundancy

existed in H.264/AVC video. Up to now, some video

watermarking methods have been proposed for

H.264/AVC. Most of them embedded the watermarks

into the DCT coefficients2 or motion vectors,3 while

the rest make full use of new coding features such as

context adaptive entropy coding4 and intra-/inter-

prediction modes.5

Besides watermark embedding, its detection is also

an integral component of a complete watermarking

system. Most watermark detection/extraction sche-

mes are designed for specific embedding algorithms.

In image watermarking, some general assump-

tions are made about the statistical distribution of

image coefficients to achieve generic detection or

extraction.6 The most representative works are as

follows: Huang et al. proposed a new detection

structure for additive watermark in transform

domains based on Huber’s robust hypothesis testing

theory.7 A contaminated generalised Gaussian dis-

tribution (GGD) is used to model the statistical

behaviours of image sub-band coefficients, instead of

the perfect GGD. For the optimum detection of

transform-domain multiplicative watermarks, a class

of generalised correlators is constructed based on

the GGD.8 The square-root detector is designed,

which has near optimal performance as a universally
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optimal detector for images. Roland et al. proposed a

lightweight, asymptotically optimal blind detector

for additive spread-spectrum watermark.9 The mar-

ginal distributions of discrete wavelet transform

detail sub-band coefficients are modelled by one-

parameter Cauchy distributions, and a Rao hypoth-

esis test is derived to detect watermarks of unknown

amplitude in Cauchy noise. Compared with image

watermarking, few works have been carried out on

the generic detection/extraction in video watermark-

ing. Since discrete cosine transform (DCT) coeffi-

cients are the main carriers for video watermarking

algorithms, it will also be possible to achieve generic

detection by modelling their statistical distribution,

at least for some specific type of video watermarking.

For the latest H.264/AVC video standard, its intra-

coded DCT coefficients are modelled with Gaussian,

Laplacian or Cauchy distribution. These statistical

distributions have been utilised for various purposes

such as rate control10 and object detection.11

Furthermore, GGD is verified to be better than

Laplacian distribution in portraying the distribution

of its AC coefficients. A theoretical framework for

watermark detection is also developed based on a

likelihood ratio test.12 However, it is of high

computational complexity and cannot realise water-

mark extraction. It is worthy of further investigation

for the watermark detection/extraction in the H.264/

AVC video by making full use of the statistical

distribution of its DCT coefficients.

Motivated by the introduction of Gaussian dis-

tribution into watermark detection, we proposed a

robust detection scheme of bipolar additive water-

marks in the H.264/AVC video. The contributions of

this paper are the non-parametric hypothesis test for

the comparison between Cauchy distribution and

GGD when modelling the intra-coded DCT coeffi-

cients, and further investigation of blind detection of

bipolar additive watermark by ternary hypothesis

test. The rest paper is organised as follows. In Section

2, Cauchy distribution and GGD are utilised to

model the statistical distribution of intra-coded DCT

coefficients for H.264/AVC and their parameters are

estimated by maximum-likelihood estimation (MLE),

respectively. In Section 3, Cauchy distribution is

introduced into watermark detection by ternary

hypothesis testing. Section 4 discusses the influence

of watermark strength to its detection accuracy.

Experimental results are presented in Section 5 and

we conclude this paper in Section 6.

2 NON-PARAMETRIC HYPOTHESIS TEST OF

THE DCT COEFFICIENT DISTRIBUTION

For those intra-coded DCT coefficients in the H.264/

AVC video, it is verified by experiments that GGD is

superior to Laplacian distribution because it describe

their distribution more accurately. Gaussian distribu-

tion and GGD model are most widely used to model

the statistical distribution of DCT coefficients in

H.264/AVC. Though it is claimed in Refs. 10 and 11

that Cauchy distribution is more accurate than

Laplacian distribution in most cases, no goodness-of-

fit tests are performed to verify this. In statistics, MLE

is a method of estimating the parameters of a statistical

model. In this section, MLE is utilised to estimate

those parameters of GGD and Cauchy distribution,

and the Kolmogorov–Smirnov (K–S) and x2 tests are

used to determine the better-fit distribution.

2.1 The GGD and Cauchy distribution models

The GGD is a parametric family of symmetric distri-

butions. For a random variable in the form of GGD

with mean m, scale parameter b and shape parameter a,

its probability density function (PDF) is given by

f (x,a,b,m)~
a

2bC(1=a)
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and s is standard deviation.

In contrast to the Gaussian distribution (which

arises as a special case of the GGD for a52), the

GGD is a leptokurtic distribution which allows

heavy-tails. For the statistics of those DCT coeffi-

cients, a and s should be estimated. Their final results

by MLE13 are as follows
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Y(t)~{rz
Ð 1
0 (1{tt{1)(1{t){1dt, and xi denotes

the DCT coefficients, index i denotes the ith DCT

coefficient and n is the number of DCT samples.

For Cauchy distribution, its PDF can be written as

f (x)~
1

p

l

l2z(x{a)2
(5)

where l and a are shape and position parameter,

respectively (2‘,a,‘, l.0). For a random variable

with such a PDF, it is denoted by XyC(l,a).

Figure 1 is a typical histogram of those alternating

current coefficients for an 868 block in Akiyo

sequence. It is symmetric around zero.

For the statistics of DCT coefficients, a will be zero.14

Thus, only one parameter l is necessary to be estimated.

The final result is derived by MLE13 as follows

1

n

Xn

i~1

2

1z(xi=l̂ )2
{1~0 (6)

2.2 Non-parametric hypothesis test

In the following, MLE is used to estimate the

parameters of GGD and Cauchy distribution.

Goodness-of-fit tests are usually utilised to examine

the hypothesis that a given dataset comes from a

model distribution with given parameters. The KS

test and x2 test are two popular goodness-of-fit

tests.15 Therefore, they are chosen to verify whether

GGD or Cauchy distribution is better for the DCT

coefficients in H.264/AVC. In the experiments, three

typical test sequences such as Akiyo, Foreman and

News are encoded with the H.264/AVC reference

code JM8.6. The encoder parameters are set as

follows: frame rate530 frames s21, GOP5IIIII,

QP516. For every sequence, those DCT coefficients

of the first 10 frames are used for hypothesis tests.

There are about 23750 samples for every frame. The

significant level is set to be 0.05. Experimental results

are analysed with statistical software SPSS and

summarised in Table 1. Apparently, Cauchy distribu-

tion is superior to GGD when they are used to model

the intra-coded DCT coefficients. For most frames,

the K–S and x2 values of Cauchy distribution are less

than those of GGD. However, there are still some

errors for several samples. For example, for the sixth

frame of Akiyo sequence, the K–S value of Cauchy

distribution is larger that that of GGD. These few

samples different from the total distribution are

referred as singular samples in the statistical theory.

If only large amounts of samples are experimented

and the singular samples are removed from statistics,

optimal statistical results can be obtained.

3 WATERMARK DETECTION AND

EXTRACTION

In the following, Cauchy distribution is exploited for

the detection and extraction of bipolar additive

watermark in the H.264/AVC video. We make no

assumption that the embedding strength is known to

watermark detector. For additive watermark, its

embedding rule is given by

x½n�~t½n�zhw½n�, n~0, 1, . . . , N (7)

where h denotes the watermark strength, x[n] is a

watermarked DCT coefficient and t[n] is a host image

coefficient. Since the original DCT coefficients meet

Cauchy distribution with parameter a50, the water-

mark detection problem can be formulated as a

problem of deterministic signal detection of unknown

amplitude (i.e. our watermark) from a Cauchy-

distributed noise (i.e. the DCT coefficients) with

unknown shape parameter.6 This is actually a

composite hypothesis testing problem. It can be

formulated as a three-sided parameter test as follows

H0 : x½n�~t½n�zh, without watermark

H1 : x½n�~t½n�zh, with watermark and watermark

bit equalsz1 (8)

H2 : x½n�~t½n�{h, with watermark and watermark

bit equals{1

Since t[n] meets Cauchy distribution, tyC(l,0),

MLE is utilised to estimate l. The prior probabilities

of these three hypotheses are unknown, and the

Bayes decision rule is equivalent to MLE.11 Their

PDFs of H0, H1 and H2 are defined as follows

1 The PDF of Cauchy distribution (a50)
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p(x H0j )~
1
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lw

l2
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(9)

p(x H1j )~
1

p

lw

l2
wz(xzh)2

(10)

p(x H2j )~
1

p

lw

l2
wz(x{h)2

(11)

According to the MLE criteria, if every DCT

coefficient is computed as equations (9)–(11), the

decision that which kind of hypothesis is correct can

be made by maximising the equation (12)

max p(x Hij ) (12)

During the watermark detection process, if H1 or H2

is true and the decision of H1 or H2is the same, this

kind of detection probability is referred to the desired

probability of true detection, which is denoted as PD.

If H0 is true but H1 or H2 is decided to be true, this

can be referred as the first class of errors. The

probability of this kind of false alarm is denoted as

PFA. On the contrary, if H1 or H2 is true, yet H0 is

decided to be true, it is referred as the second class of

errors. The probability of this kind of missed alarms

is denoted as Pm. As shown in Fig. 2, both these two

kinds of errors are inevitable, but they can be

compromised by adjusting the threshold selection.

Let x1 and x2 be the thresholds for H1or H2,

respectively, they should meet x152x252a.

Apparently, the decrease of the first kind of error

probability is at the sacrifice of the increase of the

second kind of error probability. It is impossible to

decrease these two kinds of error probabilities

simultaneously. For the design of an optimal water-

mark detector, its goal will be to decrease one while

maintaining the other. It can be achieved by selecting

appropriate threshold to maximise PD which main-

taining a constraint PFA5d.14 Following the work in

Ref. 12, the definitions of PFA, PD and Pm can be

further derived as follows

PFA~

ðz?

a

1

p

lw

l2
wzx2

dx~
1

2
{

1

p
arctan

a

lw

� �
(13)

Table 1 The hypothesis tests of GGD and Cauchy distribution for the DCT coefficients

Video sequence (frame number)

GGD Cauchy distribution

v
_

ŝs x2 K–S l̂l x2 K–S

Foreman(1) 0.48 6.31 5868.378 0.9989 0.1084 1760.371 0.9948
Foreman(2) 0.43 6.35 5628.601 0.9989 0.1075 1717.87 0.9929
Foreman(3) 0.53 6.34 5531.655 0.9992 0.1079 1706.992 0.9929
Foreman(4) 0.54 6.16 5565.991 0.9992 0.1089 1887.599 0.9917
Foreman(5) 0.65 5.02 6957.270 0.9992 0.1092 1775.741 0.9928
Foreman(6) 0.76 4.05 5869.378 0.9989 0.1087 1735.561 0.9938
Foreman(7) 0.90 3.37 5954.207 0.9992 0.1100 2022.762 0.9937
Foreman(8) 0.47 3.06 3712.979 0.9992 0.1097 1846.227 0.9931
Foreman(9) 0.42 4.46 3992.861 0.9992 0.1097 1653.25 0.9911
Foreman(10) 0.44 4.59 4102.586 0.9992 0.1107 1969.031 0.9904
Akiyo(1) 0.59 6.31 3768.135 0.9946 0.1043 344.417 0.9835
Akiyo(2) 0.67 6.35 3610.844 0.9946 0.1041 348.265 0.9835
Akiyo(3) 0.78 6.34 3449.321 0.9946 0.1043 329.468 0.9835
Akiyo(4) 0.50 6.16 3943.867 0.9946 0.1049 341.288 0.9834
Akiyo(5) 0.45 5.02 3963.610 0.9946 0.1050 351.103 0.9834
Akiyo(6) 0.46 4.05 3821.268 0.9946 0.1050 387.267 0.9994
Akiyo(7) 0.53 3.37 3930.060 0.9946 0.1047 365.663 0.9835
Akiyo(8) 0.61 3.83 3876.361 0.9946 0.1048 381.509 0.9835
Akiyo(9) 0.68 3.29 3708.592 0.9946 0.1048 362.541 0.9834
Akiyo(10) 0.59 3.45 3656.028 0.9946 0.1050 359.734 0.9834
News(1) 0.75 3.39 6807.505 0.9960 0.1203 3573.171 0.9883
News(2) 0.72 2.94 7393.046 0.9960 0.1207 3547.837 0.9883
News(3) 0.72 2.77 7418.455 0.9960 0.1204 3552.015 0.9883
News(4) 0.68 2.73 7460.378 0.9960 0.1201 3365.257 0.9884
News(5) 0.77 2.66 8004.884 0.9960 0.1196 3399.943 0.9897
News(6) 0.75 2.57 7775.774 0.9960 0.1200 3346.851 0.9896
News(7) 0.76 2.88 7711.350 0.9960 0.1205 3458.819 0.9883
News(8) 0.81 3.15 7760.783 0.9960 0.1202 3460.382 0.9896
News(9) 0.88 2.98 7621.812 0.9960 0.1201 3343.308 0.9896
News(10) 0.87 3.23 7588.809 0.9960 0.1197 3259.964 0.9884
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For a given PFA, the thresholds of xi and x2 are

derived from equation (13) as

x1~{lw tan p
1{2PFA

2

� �� �
(16)

x2~lw tan p
1{2PFA

2

� �� �
(17)

For a given PFA5d, the largest PDF should be made

among the three hypothesis H0, H1 and H2 in terms of

equation (12). When the DCT coefficient is less than xi,

p(x|H1) will be the largest. When the DCT coefficient is

between the thresholds xi and x2, p(x|H0) will be the

largest. When the DCT coefficient is less than x2, p(x|H2)

will be the largest. Thus, watermark detection is

converted to a problem of comparing the DCT

coefficient with thresholds. Let xi be the DCT coefficient

to be detected, if it is less than x1, the watermark bit will

be 21. If xi is between x1 and x2, there is no watermark

bit. If xi is larger than x2, the watermark bit will be z1.

4 ANALYSIS OF DETECTOR PERFORMANCE

WITH THE WATERMARK STRENGTH

PARAMETER

In general, watermark detection is closely related to

its strength. In this section, the watermark detector

performance is analysed for different embedding

strengths. When the watermark strength is set to 1

during the embedding process, the detection results

with a given false alarm probabilities are summarised

in Tables 2 and 3.

From Tables 2 and 3, it can be found that when

there is no adjustment of watermark strength (h51),

PFA and Pm are relatively high, yet PD is quite low. To

obtain better detection performance, the watermark

strength h should be adjusted. From the watermark

embedding point of view, its strength h is adjusted to

minimise the visual distortion and the bit rate increase.

We vary h from 1 to 5 in the experiments. From Fig. 3,

it can be found that when PFA51021 and h53, the

detector achieves satisfactory performance because of

a quite high PD and low Pm. Especially, as shown in

Fig. 4, when PFA is further lowered, the response of

PD2PFA increases quite rapidly and the response of

Pm2PFA decreases quite acutely, and the desired PD

and Pm can be obtained.

In general, the watermark strength should be low in

order to keep the transparency of embedded water-

mark. However, the desired watermark detection

2 The PDFs of H0, H1 and H2
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performances here are obtained by increasing the

watermark strength, which seems to be contradictory

with the general requirements of video watermarking.

Nevertheless, the proposed watermark detection sche-

me is still useful. The reasons are summarised as

follows: First, for some video watermarking algorithms,

since the watermark capacity is quite high, its trans-

parency can still be guaranteed by making compromise

between capacity and strength. Second, the increase in

watermark strength does benefit to the purpose of

copyright protection for digital video because it will be

more difficult to be removed. For example, the water-

marking algorithm in Ref. 2 can be designed as follows

since it is of high watermark capacity.

h53, when PFA51021

h55, when PFA51022–1021

5 EXPERIMENTAL RESULTS AND

DISCUSSION

5.1 Watermark embedding

Four typical video sequences in QCIF format are

selected for experiment. They are encoded with

JM8.6 reference code (frame rate530, GOP5

IPPPP, QP516). The watermark embedding algo-

rithms in12,16,17 are used for detection, respectively. In

Ref. 12, it employs Watson visual model for 464

DCT block to obtain a larger payload and a greater

robustness while minimising visual distortion. Due

to space restriction, only the watermark embedding

results for Ref. 12 are summarised in Table 4. Its

watermark strength h is set as 3 and 5, respectively.

On average, the peak signal-to-noise ratio (PSNR)

decrease is less that 5% and bit rate increase is about

8%. Therefore, satisfactory performance of water-

mark embedding is still guaranteed, even though the

watermark strength is relative high. Moreover, the

watermark capacity is still acceptable.

5.2 The detection of bipolar additive watermark

The watermark detection and extraction are per-

formed at the decoder. For a specified PFA, the

thresholds for x1 and x2 will be a and 2a,

respectively. By making comparison between the

decoded DCT coefficients and these thresholds, the

watermark bit can be obtained. The experimental

results of watermark detection and extraction are

summarised in Table 5. If PFA equals 1022, it can

detect relatively more watermark bits. However, due

to the relatively low thresholds, some of DCT

coefficients without watermark will be regarded as

with watermark. If PFA is decreased to 1023, the

correctly detected watermark bits will be less than

that when PFA equals 1022. This is because with the

Table 3 The detection results when PFA51023–1022 and h51

Foreman, lw50.1201 Akiyo, lw50.1120

PFA PD PM x1 x2 PFA PD PM x1 x2

0.001 0.001 0.9610 238.1971 238.1971 0.001 0.0010 0.9635 235.6506 35.6506
0.002 0.0021 0.9599 219.0983 219.0983 0.002 0.0021 0.9624 217.8251 17.8251
0.003 0.0033 0.9587 212.7320 212.7320 0.003 0.0033 0.9612 211.8832 11.8832
0.004 0.0045 0.9575 29.5488 29.5488 0.004 0.0045 0.9600 28.9122 8.9122
0.005 0.0058 0.9562 27.6388 27.6388 0.005 0.0058 0.9587 27.1296 7.1296
0.006 0.0071 0.9549 26.3654 26.3654 0.006 0.0072 0.9573 25.9411 5.9411
0.007 0.0086 0.9534 25.4559 25.4559 0.007 0.0087 0.9558 25.0921 5.0921

Table 2 The detection results when PFA50.01–0.02 and h51

Foreman, lw50.1201 Akiyo, lw50.1120

PFA PD PM x1 x2 PFA PD PM x1 x2

0.010 0.0135 0.9484 23.8185 3.8185 0.010 0.0139 0.9506 23.5639 3.5639
0.011 0.0154 0.9465 23.4711 3.4711 0.011 0.0159 0.9486 23.2397 3.2397
0.012 0.0175 0.9423 23.1816 3.1816 0.012 0.0181 0.9464 22.9695 2.9695
0.013 0.0197 0.9399 22.9366 2.9366 0.013 0.0205 0.9440 22.7408 2.7408
0.014 0.0221 0.9373 22.7266 2.7266 0.014 0.0230 0.9415 22.5448 2.5448
0.015 0.0247 0.9345 22.5446 2.5446 0.015 0.0259 0.9386 22.3750 2.3750
0.016 0.0275 0.9314 22.3853 2.3853 0.016 0.0290 0.9355 22.2263 2.2263
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decrease of specified PFA, the possibility of PM will be

increased as what discussed in Section 3. However,

due to a relatively low PFA, the precision of correct

detection still can be kept more than 83%.

This kind of ternary hypothesis testing-based

watermark detection is effective. Theoretically, no

matter what kinds of video watermarking algorithm,

if it is embedded with bipolar additive watermark

with mean 0 and variance 1 and the watermark

strength is reasonably adjusted, the proposed

approach can realise satisfactory watermark detec-

tion. It should be mentioned that the utilisation of

Cauchy distribution to model the DCT coefficients is

in fact a statistical analysis, and there will be some

detection errors for those singular samples. However,

the ratio of correct detection can maintain at least

80%.

To further demonstrate the detector performance,

non-geometric attacks such as compression with

different bit rates or adding noise are performed on

the watermarked bit-stream. The watermarked video

by Ref. 12 is re-compressed with a fixed compression

ratio, and the proposed detector is used to detect the

possible watermark bits from the re-compressed

video. The experimental results are summarised in

Table 6. Apparently, under recompression with a

fixed compression ratio 50, both the detected water-

mark bits and the correctly detected watermark bits

are very near to those in Table 5. The detector

performance is robust to re-compression attacks

3 The relationship between PFA, PD and Pm (PFA51021)
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simply because the proposed detector is a statistical

analysis based approach. The re-compression will not

change the Cauchy distribution of those intra-coded

DCT coefficients in H.264/AVC, and thus, the

ternary hypothesis test is still valid for those water-

marked bits. However, when additive white noise is

added into the watermarked bitstream, the detector’s

performance degrades significantly. For these four

video sequences, their detection probabilities PD are

only about 32% on average. The reasons are twofold.

First, the added extra noise has bad effects on the

distribution of DCT coefficients. Second, the white

noise might mix with the watermark bit, which brings

extra difficulty for watermark detection.

5.3 analysis of threshold a

In the proposed approach, an important threshold

for watermark detection is a. Its definition is as

follows

Table 4 Performance of watermark embedding

Video
sequences h

Watermark
capacity

PSNR
decrease

Bit rate
increase

News 3 265 2.48% 8.36%
5 265 3.15% 10.27%

Foreman 3 160 1.92% 3.69%
5 160 2.30% 6.14%

Akiyo 3 124 1.55% 7.50%
5 124 2.22% 9.86%

Mother 3 86 1.03% 5.52%
5 86 1.58% 8.24%

4 The relationship between PFA, PD and Pm (PFA51022–1021)
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a~lw tan p
1{2PFA

2

� �� �
(18)

where PFA is the desired false alarm probability and

lw is obtained by MLE. It can be found from

equation (6) that the computation of lw depends on

the original video stream. From the experimental

results in Table 5, it is found that the threshold a

varies between 2 and 7 for most video sequences. If

we set a limit for a and make it vary between the

maximum and minimum values, the watermark

detection can be realised without the computation

of lw from the original video stream.

6 CONCLUSIONS

Based on the theory of non-parametric hypothesis

test, it is verified that Cauchy distribution is better

than GGD when they are used to model the statistical

distribution of those intra-coded DCT coefficients by

H.264/AVC. Furthermore, ternary hypothesis test is

introduced into the detection of bipolar additive

watermark. The experimental results show that for

those bipolar additive watermarks in H.264/AVC

stream, the proposed approach can achieve a detec-

tion accuracy of more than 80% on average.

However, the limitation for the proposed approach

is the strong relation between detector performance

and watermark strength. Moreover, the extension of

the proposed detection approach to other DCT

coefficients-based video watermarking algorithm is

worthy of further investigation.
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