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Abstract Object removal is a malicious image forgery technique, which is usually achieved
by exemplar-based image inpainting in a visually plausible way. Most existing forgery
detection approaches utilize similar block pairs between inpainted area and the rest areas,
but they invalidate when those inpainted images are further subjected to some post-
processing operations such as JPEG compression, Gaussian noise addition and blurring.
It is desirable to develop a forensic method which is robust to object removal with post-
processing. From some preliminary experiments, we observe that post-processing destroys
the similarity of block pairs and simultaneously disturbs the correlations among adjacent
pixels to some extent. Inspired by the strong ability of joint probability density matrix
(JPDM) in characterizing such correlation, we propose a hybrid forensics strategy. Firstly,
our earlier method is employed to detect whether a candidate image is forged or not.
Secondly, for those undetected images after the first step, JPDM is computed for each dif-
ference array to model the correlations among adjacent DCT coefficients, and the average
of these matrixes are computed as feature vectors to further expose tampering traces. Exper-
imental results show that the proposed approach can effectively detect object removal by
exemplar-based inpainting either with or without post-processing.
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1 Introduction

Digital image is the main information source which enriches our daily life everyday and
everywhere. Meanwhile, powerful image editing tools lead to large amounts of doctored
images without leaving any noticeable traces. This destroys our traditional concept of ”see-
ing is believing”, which causes serious crises in respect to public confidence. There is
an urgent demand for automatic forgery detection to address this issue. Different from
active approaches such as digital watermarking or signatures, passive image forensics
does not need any prior information about image content and decides the image authen-
ticity by itself. Since original images are usually unavailable, passive image forensics is
becoming one of the hottest research topics in the field of image information security
[3, 18].

Object removal is widely accepted as a malicious forgery since it might change the
semantic content that an image conveys. Existing object removal techniques can be roughly
grouped into two categories [18]: copy-move and image inpainting. Copy-move removes
undesired object by copying a region from the rest image or another image and then past-
ing it back to the region of removed object. Due to its simplicity, copy-move is widely used
for object removal. In recent years, extensive works have been presented for copy-move
forgery detection [1, 11, 14, 17]. Image inpainting was originally presented to restore dam-
aged information and remove scratches for old photographs. It can also be used for object
removal forgery by exploiting the patches preserved in surrounding regions to fill the hole
left by object removal [2, 4, 9, 21]. Image inpainting can simultaneously maintain both tex-
tural and structural consistency. That is, it achieves desirable object removal without leaving
any visually annoying artifacts, which makes its passive detection much more challenging.
Up to now, there are few works reported about the blind detection of image inpainting.
As the first attempt, Wu et al. [21] proposed a forgery detection approach for exemplar-
based image inpainting. It exploits zero-connectivity labeling to yield the matching degree
of those blocks in suspicious regions, and identifies forged regions by fuzzy membership.
However, it requires a manual selection of suspicious regions. Moreover, the full searching
of suspicious blocks leads to a high computation complexity. Later, Bacchuwar et al. [2]
devised a jump patch-block matching for this kind of forgery detection. It greatly reduces
the computational costs, but is still a semi-automatic approach. Chang et al. [4] presented
an automatic forgery detection algorithm for exemplar-based image inpainting. Suspicious
regions are roughly located by zero-connectivity features, and a multi-region relation tech-
nique is exploited to locate forged areas. In our recent work [15], an efficient approach was
proposed to detect object removal forgery by exemplar-based image inpainting. It exploits
central pixel mapping to speed up suspicious block searching, which maps image blocks
into a hash table. Similar block pairs are searched among those blocks with similar hash
values. Moreover, fragment splicing detection (FSD) is used to further refine tampered
regions.

Sophisticated counterfeiters might further conceal the tampering traces of image
inpainting by some post-processing techniques. They include JPEG or double JPEG
compression, Gaussian noise and Gaussian blurring. Since almost all existing detection
approaches exploit the abnormalities between similar block pairs, post-processing will
invalidate them because the similarities between block pairs are likely to be destroyed.
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Meanwhile, post-processing operations inevitably disturb the correlations among adjacent
pixels to some degree. In this paper, an improved method is proposed to detect object
removal by exemplar-based inpainting with/without post-processing. It is actually a hybrid
strategy. Firstly, our earlier method [15] is exploited to detect whether a candidate image
is inpainted or not. Secondly, for those undetected images, they are further addressed in
a steganalytic way to improve the robustness against post-processing. Specifically, joint
probability density matrix is exploited to model the correlations among adjacent DCT coef-
ficients, and some statistical features are designed for further blind detection. Since the
first step is focus on the the detection of image inpainting without post-processing and the
second step aims at the robustness to post-processing, the hybrid approach is expected to
achieve desirable detection performance for object removal by exemplar-based inpainting
with/without post-processing.

The rest of this paper is organized as follows: Section 2 briefly introduces background
knowledge, which includes the preliminary of exemplar-based image inpainting and a brief
analysis of correlations among adjacent DCT coefficients. Section 3 presents the pro-
posed approach. Experimental results are provided in Section 4. We conclude this paper in
Section 5.

2 Background knowledge

2.1 Preliminary of exemplar-based image inpaining

Criminisi et al. [6] proposed an examplar-based inpainting algorithm by propagating known
patches (i.e., examplars) into missing patches gradually. To handle the missing region
with composite textures and structures, patch priority is defined to encourage the filling-
in of patches on the structure. It can achieve plausible results when inpainting relatively
large missing region. Therefore, we briefly introduce Criminisi’s algorithm as an exam-
ple of exemplar-based inpainting. Figure 1 shows the main procedures of exemplar-based
image inpainting. Users firstly select a target region to be removed and filled, as shown in
Fig. 1a. Given an image with the missing region � and the known region �, the task of
image inpainting is to fill in the target region (i.e., the missing region �) using the image
information in the source region (i.e., the known region �). The boundary of the target
region is denoted by ∂�. The main steps of image inpainting procedure are summarized as
follows.

p p

q

(a) (b) (c) (d)

Fig. 1 Exemplar-based image inpainting: (a) specify target region �; (b) select target block �p ; (c) search
for reference block �q ; (d) update priority and contour
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Step 1: Compute the priorities of those pixels along ∂� and find the pixel p with the
highest priority. Then, a block �p centered at pixel p is selected as target block,
as shown in Fig. 1b.

Step 2: Search for the reference block �q which is the most similar with �p in the source
region �, as shown in Fig. 1c.

Step 3: Fill the area to be inpainted in �p using the corresponding pixels of �q , and
update the priorities among �p as well as ∂�, as shown in Fig. 1d.

Step 4: Repeat step 1 to step 3 until the target region is entirely filled.

The Criminisi’s algorithm performs well in terms of both perceptual quality and effi-
ciency. Later, there are a few improved algorithms, which mostly concentrate on improving
priority calculation and optimizing patch searching strategies. However, they introduce
similar abnormity when filling the target block with its best-match block. It is well-
known that there exists large amount of irregular pieces in natural images, which
seemingly share the same textured surface but are actually different. Therefore, the fill-
ing scheme of exemplar-based inpainting can not represent well the subtle differences
in natural scene. Instead, it leads to abnormal similarity between blocks, which pro-
vides useful clues for image forensics. This is the idea behind our earlier work [15],
which is effective to detect this kind of forgery images in uncompressed format without
post-processing.

2.2 The influences of post-processing towards the blind detection
of exemplar-based image inpainting

After object removal by exemplar-based image inpainting, sophisticated counterfeiters
might conceal the forgery traces by post-processing operations including JPEG com-
pression, Gaussian noise addition and/or Gaussian blurring. Thus, there are at least two
operations for those inpainted images with post-processing. The forgery traces left by them
might be mixed together, which leads to ambiguous processing artifacts. Some experiments
have been conducted to illustrate the influences of post-processing towards blind detection
of object removal forgery by exemplar-based inpainting on two popular image databases
UCID and yokoya. Table 1 reports the average ratios of pixel changes and PSNR (Peak
Signal-to-Noise Ratio) between the forged images and their original ones. From it, more
than 20% pixels are changed, and the qualities of the resultant images also degrade signifi-
cantly due to these operations. Consequently, we infer that exemplar-based image inpainting
and post-processing greatly modify many pixels and thus destroy the inherent correlations
among adjacent pixels to some degree. This motivates us to devise more discriminative
features to distinguish forged images from original ones. Moreover, since the correlations
among adjacent pixels have been exploited to detect image forgery [5, 10, 12, 19, 25], we
are inspired to adopt joint probability density matrix (JPDM) [16] to model the correlations
among adjacent pixels for the detection of exemplar-based inpainted images with/without
post-processing.

3 The proposed forgery detection algorithm

Figure 2 is the framework of the proposed passive forensics approach. It is a hybrid detection
scheme which includes two stages by our recent work [15] and the JPDM-based approach,
respectively. Specifically, the first stage is to detect whether a candidate image is forged
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or not by our recent work [15]. Since it has weakness in detecting those inpainted images
with post-processing, those undetected images or original images are further detected with
the JPDM-based approach in the second stage, which is the key content of this paper.
Please note that the JPDM-based approach is also made up of two stages: training stage
and testing stage. In the training stage, sufficient natural images and their forged ones after
exemplar-based image inpainting are collected for training. That is, the JPDM-based statis-
tical features are extracted from them and input into an ensemble classifier [13] for blind
forensics. In the testing stage, the same JPDM features are extracted from these undetected
images by our recent work [15]. Then, they are input into the trained classifier for binary
decision about their authenticities.

3.1 Extraction and analysis of JPDM-based features

It is well-known that adjacent pixels or DCT coefficients are highly correlated for natu-
ral images. When exemplar-based image inpainting is used for object removal, the patches
in the known regions are copied to fill in the hole left by object removal. Since the orig-
inal pixels are replaced with new ones during hole-filling, this inevitably changes the
DCT coefficients within the region of original object. Apparently, this might also destroy
the correlations of those coefficients within the holes and their neighbors. Thus, it is
expected that the block-based correlations among DCT coefficients are promising clues
for image forensics. Meanwhile, post-processing might further distort the afore-mentioned
correlations, as summarized in Table 1. In this paper, we are motivated to design some
steganalytic features to expose the traces of object removal left by exemplar-based image
inpainting. Specifically, the intra-block and inter-block correlations among DCT coeffi-
cients are modeled with JPDM to extract statistical features for blind forensics. Moreover,
their effectiveness and robustness against post-processing as analyzed by some preliminary
experiments.

3.1.1 JPDM-based feature extraction

There are intra-block correlations among adjacent DCT coefficients within an 8 × 8 block
after block-based discrete cosine transform (BDCT) [16]. It is claimed that the quantified
DCT coefficients and the differences between adjacent DCT coefficients are subject to Gen-
eralized Gaussian Distribution (GGD) [13]. Moreover, since patch matching is involved in
the process of expemplar-based image inpainting, there are also inter-block dependencies
among those coefficients located in the same position of neighboring blocks. That is, the
inter-block correlations among neighboring blocks are also important for object removal
forgery detection. The extraction procedures of intra-block and inter-block correlations are
summarized as follows.

Table 1 Average modification
ratio, and PSNR with/without
post-processing operations

Operations Modification Ratio(%) PSNR(dB)

JPEG compression 35.63 43.90

Gaussian noise addition 37.82 38.30

Gaussian blurring 36.55 36.07

Exemplar-based inpainting 20.33 24.18
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Step1. Define four pixel difference arrays in four directions including horizontal, vertical,
diagonal and minor diagonal, which are notated as fh, fv , fd and fmd , respectively.
That is,

fh(x, y) = f (x, y) − f (x, y + 1) (1)

fv(x, y) = f (x, y) − f (x + 1, y) (2)

fd(x, y) = f (x, y) − f (x + 1, y + 1) (3)

fmd(x, y) = f (x, y + 1) − f (x + 1, y) (4)

where f (x, y) denotes a given image, x ∈ [1, M − 1], y ∈ [1, N − 1], and M

and N are the width and height, respectively. The different values of 2D arrays are
constrained to be in the range [−T , T ]. That is, if the values in the array are larger
than T or less than -T , those values are truncated to [−T , T ]. Therefore, T is the
threshold which determines the dimension of fh, fv , fd and fmd . Apparently, their
dimensions are (2T + 1)2.

Step2. JPDM is exploited to model the correlation among adjacent pixels. For four pixel
difference arrays fh, fv , fd and fmd , their JPDMs Jh, Jv , Jd and Jmd are computed
as follows:

Jh(i, j) =

M∑

u=1

N−2∑

v=1
δ(fh(u, v) = i, fh(u, v + 1) = j)

M × (N − 2)
(5)

Jv(i, j) =

M−2∑

u=1

N∑

v=1
δ(fv(u, v) = i, fv(u + 1, v) = j)

(M − 2) × N
(6)

Jd(i, j) =

M−2∑

u=1

N−2∑

v=1
δ(fd(u, v) = i, fd(u + 1, v + 1) = j)

(M − 2) × (N − 2)
(7)

Jmd(i, j) =

M−2∑

u=1

N−2∑

v=1
δ(fmd(u, v + 1) = i, fmd(u + 1, v) = j)

(M − 2) × (N − 2)
(8)

Fig. 2 The proposed two-stage forensic framework



Multimed Tools Appl

where i and j are integers, δ(m, n) is a condition function defined in (9). That is,
when its arguments are satisfied, the condition function δ(m, n) will be equal to 1,
or else be 0.

δ(m = A, n = B) =
{
1 ifm = A and n = B

0 otherwise
(9)

Step3. Compute the average of four JPDMs Jh, Jv , Jd and Jmd as Jave, which is the intra-
block correlation feature. Jave has the same dimension with Jh, Jv , Jd and Jmd .
To tradeoff between computational complexity and feature discriminability [6], T
is set with 4 here. Thus, the dimension of Jave is (2T + 1)2 = 81.

Jave(i, j) = {Jh(i, j) + Jv(i, j) + Jd(i, j) + Jmd(i, j)}/4 (10)

Step4. Extract an AC coefficient from each b × b block with the same frequency position
to form a JPEG 2-D array. Since there are (b2 − 1) AC coefficients in each block
except one DC coefficient, we can construct the mode 2-D arrays (denoted as F1−
Fb2−1 in the scanning order, as shown in Fig. 3). For each mode 2-D array Fi(i =
1, ..., b2 − 1), calculate the difference mode 2-D arrays Fih, Fiv , Fid and Fimd

along the horizontal, vertical, diagonal and minor diagonal directions similar with
(1)–(4), respectively. Then, compute four JPDMs Jih, Jiv , Jid and Jimd similar
with (5)–(8), respectively.

Step5. Compute the averaged JPDM Jiave of Jih, Jiv , Jid and Jimd , which is similar with
(10). The ranges of i and j are also limited within [−4, +4]. Thus, there are also
(2 × 4)2 + 1 = 81 inter-block correlation features for blind forensics.

Jiave =

b2−1∑

i=1
(Jih + Jiv + Jid + Jibd)/4

b2 − 1
(11)

After extracting both intra-block and inter-block correlation features, both fea-
ture sets are combined into a unified correlation feature set in DCT domain. In
summary, there are also 81 features for blind forensics.

Fig. 3 Construction of mode 2-D array
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3.1.2 The effectiveness analysis of forensics features for inpainted images without
post-processing

Most existing exemplar-based image inpainting techniques share the same mechanism of
copying the best-match patch to the target block to be filled [6, 20], their differences are
the priority calculation and the searching strategy for best-matching block. However, hole-
filling usually introduces two kinds of footprints into the original image: one is the similar
abnormalities between image block pairs, and the other is splicing artifacts. That is, the
tampered regions are replicated by multiple reference regions. Figure 4 shows an example
of splicing artifacts, in which A is the inpainted region, and B, C, D, E and F are five
reference regions. They are located at different image regions, but found by the searching
for best-matching patches.

Apparently, the forged region includes several copies of reference regions with different
color distributions. This brings at least two side artifacts on the correlations among adja-
cent pixels. First, there are great changes along the boundaries of removed object, which
has influence on the intra-block and inter-block correlations. Second, there are also great
changes for the boundary pixels between different patches within the forged object, which
may destroy the intra-block and inter-block correlations in DCT domain as well. Figure 5
shows the changes of inter-block correlation caused by object removal, where four green
small circles refer to the AC coefficients with the same frequency position in adjacent
DCT blocks, and the yellow and purple areas are tampered regions. It is apparent that both
AC coefficients in two tampered regions will be modified, which inevitably brings some
changes to the correlation among these four AC coefficients.

3.1.3 The analysis of robustness against post-processing

After removing undesirable objects from digital image by exemplar-based image inpaint-
ing, sophisticated counterfeiters often conceal the forgery traces by further post-processing
operations including JPEG compression, Gaussian noise and/or Gaussian blurring. Please
note that any post-processing can also be regarded as an image forgery. That is, there are at
least two forgery operations for those doctored images after post-processing. The tamper-
ing traces left by multiple operations might be mixed together, which leads to ambiguous

Fig. 4 Inpainted region and its
reference regions

AB

C

D

E

F
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Fig. 5 The changes of correlation caused by object removal

processing artifacts. Luckily, we found by experiments that post-processing further destroys
the inherent intra-block and inter-block correlations, which makes the devised forensics
features much easier to distinguish the forged image from the original ones. Figure 6
shows the influences of post-processing towards the forgery detection of object removal
by exemplar-based inpainting, where Fig. 6a is the original image and Fig. 6b is the tam-
pered image after object removal by exemplar-based inpainting. Figure 6c and d are JDPMs
before and after tampering, respectively. Figure 6e is the differences of forensic features
between the original image and tampered one without post-processing, whereas Fig. 6f–
g are the feature difference arrays when the tampered image are further processed by
JPEG compression (QF = 75), Gaussian noise addition (SNR = 35dB) and Gaus-
sian blurring (standard deviation is 0.5), respectively. By comparing Fig. 6e with Fig.
6f–g, we observe that JPEG compression, Gaussian noise and Gaussian blurring increase
the feature differences between original image and the tampered ones. As a result, the
devised forensic features are effective for the detection of object removal and robust to
post-processing.

3.2 Ensemble classifier for passive forensics

After extracting the JPDMs features, a pattern recognition classifier is required to deter-
mine whether a candidate image is exemplar-based inpainted image or not. In this paper,
the ensemble classifier is adopted as the classifier, simply because of its good compro-
mise between computational complexity and detection accuracy [13]. In the training phase,
two classes of images (inpainted or not-inpainted) are represented by the JPDM-based fea-
tures. Then, several base learner are employed, which is a linear discriminant analysis
(LDA) classifier, to train with a randomly selected subset of all the training samples on a
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Fig. 6 Influences of post-processing. a Original image, (b) tampered image, (c) JPDMs before tamper-
ing (d) JPDMs after tampering, (e) feature differences without post-processing, (f) feature differences after
JPEG compression, (g) feature differences after adding Gaussian noise, (h) feature differences after Gaussian
blurring

randomly selected subspace of the JPDM-based feature space. To further obtain satisfactory
classification accuracy, these sufficient number of base learners are combined to construct
the ensemble classifier. In the final classification stage, the JPDM-based feature vectors
extracted from the candidate image are input into the classifier after training. Therefore, the
candidate image will be classified into either class of image: inpainted or non-inpainted.

4 Experimental results and analysis

4.1 Experimental setup

To evaluate the performance of the proposed approach, a series of experiments are con-
ducted. The hardware configuration is a desktop computer (Intel(R) Core(TM) i3-3120M
CPU @ 2.5GHz, 4.0GB RAM). The forensics detector is implemented in Matlab 2010b,
and the Ensemble classifier is directly downloaded1 An image dataset, which is composed
of 1438 images, is created from two popular image databases including UCID2 with 1338

1Available at http://dde.binghamton.edu/download/ensemble/.
2Available at http://homepages.lboro.ac.uk/cogs/datasets/ucid/ucid.html.

http://dde.binghamton.edu/download/ensemble/
http://homepages.lboro.ac.uk/cogs/datasets/ucid/ucid.html
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(a) (b) (c)

(d) (e) (f)

Fig. 7 Sample images

images and yokoya3 with 100 images. These images have diverse types of contents includ-
ing landscape, buildings, animals, human, and so on. Then, Wang’s inpainting approach
[20] is exploited for object removal simply because it achieves relative better visual quality
than the existing approaches when a large object is removed. Figure 7 shows some sample
images, where Fig. 7a–c are the original images and Fig. 7d–f are the corresponding forged
images after object removal. To highlight the robustness of the proposed approach, several
groups of experiments are conducted under the following scenarios: (1) object removal with-
out post-processing; (2) object removal integrated with post-processing; (3) original images
and inpainted images without post-processing; (4) original images and inpainted images
with post-processing. To make comparisons with the existing blind detection approaches,
two state-of-the-art works (the Chang’s method [4] and our recent work [15]) are selected
as baselines for performance evaluation because they are the most representative works for
image inpainting forgery detection. That is, there are three detectors for experimental com-
parisons, which are tested with the same hardware/software environment and test image
datasets. Moreover, a 3-fold cross validation strategy is exploited for training and testing.

4.2 Choice of block size b

For the proposed approach, there is only one parameter required to be determined, which is
the block size b. It has direct influence on the accuracy of the feature Jiave. Obviously, if b

is too big or too small, the correlations among the coefficients with the same position in dif-
ferent blocks, which are modeled with JPDM, might be insufficient to distinguish inpainted
images from original ones. To assess the influence of block size b, we have conducted some

3Available at http://yokoya.naist.jp/research2/inpainting/.

http://yokoya.naist.jp/research2/inpainting/
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experiments on those inpainted images without post-processing, and the tampering ratios
are about 30%. The experiment results are summarized in Fig. 8. From it, it is apparent
that with the increase of b, the detection accuracy first increases and then decreases as we
expect. In this paper, the block size b is set with 8, which achieves the highest detection
accuracy.

4.3 Detection for object removal without post-processing

For inpainted images with tampering ratios from 10% to 50% with a step size of 10%, we
test the effectiveness of the proposed method. All the uncompressed original images and
the tampered ones are converted in JPEG images with the best quality factor, where all
the elements in the quantization table are 1s. Table 2 summarizes the detection accuracies
of three detectors. Please note that since the proposed approach combines both our earlier
method [15] and the JPDM-based new features, their contributions to the overall detection
accuracy are also provided separately. With the increase of tampering ratios, the three detec-
tors achieve higher detection accuracies because the similar abnormalities between image
block pairs and the splicing artifacts between the inpainted region and its neighboring region
increase as well. Moreover, the Chang’s method [4] and Yang’s method [15] achieve higher
detection accuracies than solely JPDM-based features. The reasons are two-folds: Firstly,
both methods are specially designed for the forgery detection of exemplar-based image
inpainting without post-processing, and they are based on similar abnormalities between
image block pairs. The patch matching based approaches achieve especially desirable detec-
tion results when the forged images are not further processed by post-processing after object
removal. Secondly, For inpainted images with relatively low tamper ratios, the disturbance
of inherent correlations among adjacent pixels, which locates between the inpainted region
and its neighboring region, is not particularly significant. From Table 2, it can be observed
that the proposed approach achieves a relatively higher detection accuracy than individual
method [15] or JPDM-based features. That is, the JPDM-based features can further identify
those undetected tampered images by the earlier method [15], and they both improve the
detection accuracy.

Fig. 8 Experiment results with different block size
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Table 2 Detection performance
among three detectors for object
removal without post-processing
(%)

Tampering ratio Chang’s [4] Yang’s [15] JPDMs Proposed
method

10 87.63 88.92 72.41 89.94

20 90.86 92.33 76.33 93.83

30 94.31 94.50 81.57 95.98

40 96.93 97.02 85.85 98.36

50 98.54 98.54 88.46 99.18

Average 93.65 94.26 80.92 95.45

4.4 Detection of inpainted images with post-processing

4.4.1 Detection for object removal integrated with JPEG compression

Digital images are usually kept in JPEG format for storage. The tampered images after
object removal may also be compressed with JPEG. It is well-known that quantization and
inverse quantization in JPEG compression are lossy operations. Because of the rounding
errors, JPEG compression not only changes the original values of pixels, but also leads to
information loss. Thus, the correlations among DCT coefficients are changed as well. To
evaluate the robustness performance of the proposed approach, the original images in the
test image database are compressed into JPEG images, in which the quality factors vary
from 75 to 95 with a step size of 5. For the tampered images after object removal with
different tampering ratios, they are saved into JPEG images with the same quality factors.
Please note that those inpainted images with different tampering ratios are mixed together
for performance evaluation in the experiments. Table 3 summarizes the detection results.
From it, the proposed approach, which combines our earlier method [15] and JPDM-based
features, achieves the highest detection accuracy among the three detectors. Moreover, with
the decrease of image quality, there are significant decreases of detection accuracies for two
existing approaches including Chang et al. [4]. and Yang et al. [15]. Especially, both can
not achieve desirable detection accuracy when the quality factor of JPEG compression is
75. The reason behind this is that JPEG compression alleviates the similar abnormalities
between block pairs, which destroys the clues for patch matching-based approaches. How-
ever, the correlations among DCT coefficients, which are located between the inpainted
region and its neighboring region, are further distorted. This increases the detection accura-
cies of the proposed approach by introducing the JPDM-based features. That is, the mixture

Table 3 Performance
comparisons among three
detectors for object removal
together with JPEG
compression(%)

QF Chang’s [4] Yang’s [15] JPDMs Proposed
method

95 91.06 88.32 85.06 93.03

90 82.43 80.33 83.79 91.81

85 79.18 78.41 89.50 90.73

80 65.02 65.30 87.31 89.59

75 50.48 50.01 86.07 87.25

Average 73.63 72.47 86.34 90.48
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Table 4 Comparisons among
three detectors for object removal
with Gaussian noise addition(%)

SNR Chang’s [4] Yang’s [15] JPDMs Proposed
method

40 dB 92.16 89.73 86.77 93.31

35 dB 84.63 82.13 88.46 91.91

30 dB 75.18 74.66 90.35 91.55

Average 83.99 82.17 88.52 92.25

of JPEG compression artifacts and the artifacts left by object removal make the proposed
method achieve the best detection accuracies.

4.4.2 Detection for object removal integrated with Gaussian noise addition

Sophisticated counterfeiters, who have background knowledge about both image forgery
and image forensics, may attempt to conceal the forgery traces by adding Gaussian noise.
Thus, it is essential to validate the robustness of the proposed forgery detection algorithms
against adding Gaussian noise. In the experiments, the forged images after object removal
are added with Gaussian noise. The SNRs of the forged images after adding Gaussian noise
are kept with 30dB, 35dB and 40dB, respectively. Table 4 reports the detection results of
three detectors. It is apparent that with the decrease of SNRs, there are significant perfor-
mance degradations for two existing approaches including Chang et al. [4]. and Yang et
al. [15], while the proposed approach gradually improves its detection accuracies. When
the SNRs of the forged image are less than 35dB, the JPDM-based features achieve bet-
ter accuracies than those of two existing approaches [4, 15]. The reason behind this is that
adding Gaussian noise to the forged images is actually another image manipulation, which
further modifies the pixels in the forged images. This inevitably destroys the similar block
pairs between inpainted area and the rest areas, yet also simultaneously disturbs the cor-
relation among neighboring pixels. That is, the changes of correlation among neighboring
pixels caused by Gaussian noise are mixed with the traces left by object removal using
exemplar-based inpainting. This leads to more significant changes to the correlation among
neighboring pixels. Therefore, the proposed method obtains desirable detection results.

4.4.3 Detection for object removal integrated with Gaussian blurring

It is claimed that the patch-based hole filling mechanism in exemplar-based image inpaint-
ing introduces blocking artifacts around the holes to be filled. To obtain a visually plausible

Table 5 Performance
comparisons among three
detectors for object removal
together with Gaussian
blurring(%)

Standard deviation Chang’s [4] Yang’s [15] JPDMs Proposed
method

0.3 93.56 94.48 85.04 95.18

0.4 86.33 86.92 87.45 94.35

0.5 81.77 81.83 89.36 94.06

0.6 74.26 75.00 90.86 93.80

0.7 68.02 69.38 92.75 93.71

Average 80.79 81.52 89.09 94.22
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forged image, counterfeiters might conduct Gaussian blurring as post-processing to conceal
this kind of inconsistency in textural regions. However, Gaussian blurring also modifies the
original pixels in the forged image after object removal, which might destroy the similar-
ity between tampering region and its referenced patches. Thus, Gaussian blurring should be
considered when evaluating the robustness of the proposed forgery detection approach. In
the experiments, the forged images after object removal are further processed with Gaussian
blurring, in which the standard deviation varies from 0.3 to 0.7. Table 5 compares the detec-
tion accuracies among the three detectors. It can be observed that with the increase of
standard deviation of Gaussian blurring, the two existing approaches including Chang et al.
[4] and Yang et al. [15] degrades their accuracies. However, the proposed approach increases
its detection accuracy when the standard deviation of Gaussian blurring increases. This
implies that Gaussian blurring strengthens the changes of correlations among neighboring
pixels between the inpainted region and its adjacent region for object removal. Meanwhile,
our proposed approach outperforms individual the JPDM-based features as well.

From Tables 2–5, the proposed hybrid approach achieves better detection accuracies than
Chang’s [4] and Yang’s [15] approaches and individual JPDM-based features. The reasons
behind this are summarized as follows: First, when the tampered images are less affected
by the post-processing operations (e.g., the tampered ratio is small, or the QF for JPEG
re-compression is large, etc), there are less modified pixels involved in image tampering.
Thus, the consistencies among adjacent pixels will be less destroyed. It will be more dif-
ficult to differentiate the forged images from the original ones because the JPDM-based
features are extracted from the difference 2D array by exploiting the joint probability den-
sity. Meanwhile, the similarities between the forged patches and their referenced ones still
keep relatively high. That is, since the existing approaches are specifically designed for the
detection of exemplar-based image inpainting, they are still effective for blind detection
and higher detection accuracies can be achieved. Actually, the main motivation of the pro-
posed approach, which introduces the JPDM-based features into our earlier method [15], is
to further judge those undetected images to improve the detection accuracy. Second, when
the tampered images are highly affected by post-processing (e.g., large standard deviation
of Gaussian blurring, small QFs of JPEG compression, or low SNR values of Gaussian
noise, etc), the situation will be contrary to the afore-mentioned phenomena. Meanwhile,
the JPDM-based features are motivated by the literatures [5, 10, 12, 19, 25], so as to to
improve the detection accuracy of our recent method [15] and especially its robustness to
post-processing.

4.5 Identification between original images with post-processing and inpainted
images

Since both post-processing operation and exemplar-based image inpainting have influences
on the correlations among adjacent pixels, we also conduct an additional experiment to iden-
tify between original images with post-processing and inpainted images. The 1438 original

Table 6 Performance
comparisons among four
detectors for original images
with post-processing and
inpainted iamges(%)

Post-processing operation Chang’s [4] Yang’s [15] JPDMs Proposed
method

JPEG compression 82.26 81.48 90.18 92.26

Gaussian noise 89.36 88.26 94.62 96.36

Gaussian blur 83.07 84.34 91.24 95.18
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Table 7 Performance
comparisons among four
detectors for original images with
post-processing and inpainted
images with post-processing(%)

Post-processing operation Chang’s [4] Yang’s [15] JPDMs Proposed
method

JPEG compression 81.56 83.84 84.04 85.32

Gaussian noise 86.53 87.29 88.84 90.72

Gaussian blur 83.87 85.38 87.76 89.61

images are post-processed with JPEG compression, adding Gaussian noise and Gaussian
Blurring, respectively. The quality factor for JPEG compression is 85, the SNRs of the
forged images after adding Gaussian noise are 35dB, and the standard deviations of Gaus-
sian blurring are 0.5. Then, these images are mixed with the corresponding inpainted images
with different tampering ratios as experimental dataset. Table 6 compares the detection
accuracies among four detectors. From it,we can find that the proposed approach achieve
the highest detection accuracy among the four detectors. That is,the proposed approach can
also correctly identify the original images with post-processing and inpainted images. The
reasons behind this are two-folds. Firstly, the average modification ratios are different for
these two types of operations, as shown in Table 1. This leads to different JPDMs. Sec-
ondly, the proposed approach includes our earlier work [15], which exploits the similar
block pairs between inpainted region and the rest regions, and thus can efficiently judge
inpainted images without post-processing.

4.6 Identification between original images with post-processing and inpainted
images with post-processing

In this experiment, we further discriminate between original images with post-processing
and the inpainted images with post-processing as well. Both the original images and the
inpainted images are post-processed with JPEG compression, adding Gaussian noise and
Gaussian Blurring, respectively. The quality factor for JPEG compression is 85, the SNRs
of the forged images after adding Gaussian noise are 35dB, and the standard deviations
of Gaussian blurring are 0.5. The original images and the inpainted images after post-
processing are mixed together as experimental dataset. Table 7 summarizes the experimental
results among the four detectors. From it, we observe that the proposed approach achieves
the best detection accuracy among the four detectors, though the proposed detection accu-
racies in this situation are slightly less than results reported in Table 6. The reason behind
this is that the artifacts left by object removal is more or less alleviated by post-processing.

5 Conclusions

In the paper, a robust forgery detection algorithm is proposed for object removal by
exemplar-based image inpainting, especially when it is further suffered from some common
post-processing. Since post-processing disturbs the correlations among adjacent pixels to
some extent, we are inspired to exploit JPDM to characterize such correlation. Specifically,
a hybrid detection strategy is presented by introducing the JPDM-based features into our
earlier method [15]. JPDM is computed for each difference JPEG 2-D array to model the
intra-block correlation, and the averaged JPDMs for those difference mode 2-D arrays is
computed to model the inter-block correlation. All the elements of these matrices are used
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as feature vectors, which are input into the ensemble classifier for forgery detection. Exper-
imental results show that with the help of the JPDM-based features, the proposed approach
can effectively detect object removal by exemplar-based inpainting either with or without
post-processing. However, there are still some limitations in this work. First, the proposed
approach provides only a binary judgement towards whether a candidate image is forged
or not. It will be better if it can locate the forged areas of object removal. A possible
solution is to further exploit the structural inconsistency and geometric discrepancy of the
forged image after image inpainting. Second, though the proposed approach is robust to
some post-processing, we do not differentiate the ambiguous processing artifacts left by
examplar-based inpainting and post-processing. In future research, we will attempt to esti-
mate the types of image forgeries by separating the intrinsic fingerprints left by multiple
forgeries and introducing multi-class classifier [7, 8, 22–24]. This is still an open issue of
processing history estimation/recovery in the field of digital image forensics.
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